SELECT COMMITTEE ON PENSION POLICY

Constituent Correspondence as of October 8, 2012

Received by
OSA From Subject

5/10/12 Bonnie Anthis Representative Bailey, Chair Pension Garnishment

5/14/12 Kelly Fox - LEOFF 2 Board SCPP 2012 Interim Issues
Richard Warbrouck - Retired Senator Conway, Chair
o121z Firefighters of Washington Representative Bailey, Vice Chair LEOFF Merger

Gabe Hall - Local 862 Washington

ez Federation of State Employees

SCPP 2012 High-Risk Job Classifications Study (JRA Staff)

Matthew Zuvich - Washington SCPP 2012 High-Risk Job Classifications Study (DOT Highway

6/25/12 . .
Federation of State Employees Maintenance Workers)

8/2/12 Conrad Wold SCPP Rule of 90

8/2/12 Bob Simoni SCPP Rule of 90

8/16/12 Tuck Gionet Senator Conway Rule of 90

Michelle Woodrow, Teamsters SCPP 2012 High-Risk Job Classification Study (Various local government

etz Local 117 and K-12 classified positions)

John Witte, Teamsters SCPP 2012 High-Risk Job Classification Study (Various local government

SR Local 589 and K-12 classified positions)
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8/21/12 Jason Powell, Teamsters SCPP 2012 High-Risk Job Classification Study (Various K-12 classified
Local 763 employees)

Leonard Kelley, Teamsters Local SCPP 2012 High-Risk Job Classification Study (Various local government

S 231 and K-12 classified positions)

Val Holstrom, Teamsters SCPP 2012 High-Risk Job Classification Study (Various local

8/20/12 Local 690 government)

Isaac Bouse, Energy Northwest SCPP 2012 High-Risk Job Classification Study (Nuclear Security

ST Nuclear Security Officer Officers)
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Wallis, Keri

Subject: FW: Energy Northwest, Security Officers PSERS information
Attachments: SCPP PSERS letter.doc; SCPP BILL 6378.docx; SCPP RCW 43 FORCE.docx; SCPP RCW
43 vehicles.docx; CFR-2012-title10-vol2-part73-appB[1].pdf

----- Original Message-----

From: Bouse, |saac J. [mailto:ijbouse@energy-northwest.com]
Sent: Wednesday, September 26, 2012 8:54 PM

To: Nichols, Devon

Cc: 1jbouse@gmail.com

Subject: Energy Northwest, Security Officers PSERS information

Devon Nichols,

Thank you for your time in this matter. | know that there are many hopeful groups and organizations that
desireinclusion into PSERS. | have a number of documentsto send to you at this time. However, | do not have
al of the information at hand that | wish to send. Some of the information | wish to send requires personal
approval to share. | will send the documentsthat | have at my disposal currently and send the others as they
come to me. | hope that this is acceptable, and | will endeavor to provide the information in a speedy manor.
Please let me know if this method is acceptable or for any questions.

Thank Y ou,

|saac J Bouse

Nuclear Security Officer
Energy Northwest, Columbia Generating Station



To: Select Committee on Pension Policy-SB 6378

Date: September 1, 2012

Select Committee on Pension Policy members, we request that you consider PSERS eligibility for the
Nuclear Security Officer’s (NSQO’s) of Energy Northwest’s Columbia Generating Station commercial
nuclear power plant located on the Hanford Nuclear Reservation near Richland, WA. We currently
have NSQO’s enrolled as members of PERS 2 and PERS 3.

We must successfully complete a training program approved by the criminal justice training
commission as provided in RCW 43.52.520. Our officers are authorized under RCW 43.52.530 to “use
reasonable force to detain, search, or remove persons who enter or remain without permission within
the nuclear power plant site exclusion area, or whenever, upon probably cause, it appears to a
member of the security force that a person had committed, or is attempting to commit a crime.”

The Code of Federal Regulations, 10 CFR 73.55 provides our mandate to maintain “properly trained,
gualified and equipped personnel required to interdict and neutralize threats...of radiological
sabotage.” Further 10.CFR.73.55 requires our training prepare us to “prevent or impede attempted
acts of radiological sabotage by using force sufficient to counter the force directed at the person,
including the use of deadly force...”

NSQ’s are required to meet stringent standards, with initial training approximately 3 months in
duration before individual duty assignment. All NSO’s must maintain approximately 30 annual
gualifications to continue employment in their capacity. Examples of some of the required
qualifications are: Full medical physical (with Nuclear Regulatory Commission (NRC) required
standards)

Tactical Weapons Qualification Course (stress induced timed course 100% score
Required to pass)

Day/Night Fire Weapons Qualification Course (timed and scored test)
Radiological testing

Force on Force Drills

Quarterly Job Duty evaluation and testing

Annual Written Exam

We can provide a full list of required qualifications if the Select Committee requests.



The NRC has designated NSO’s as one of two critical groups in 10CFR73.55. This requires a full
psychological screening upon initial employment and every 3 years thereafter. The psychological
screening consists of a Minnesota Multiphasic Personality Inventory (MMPI) test and a clinical
interview with a licensed psychologist.

NSO’s required equipment to carry and have available at all times are: Handgun, Rifle, Ammunition for
both weapons, Radio, Handcuffs, Defense Spray, Flashlight, and Gas Mask. The approximate weight of
this equipment is 25 pounds.

The physical demands of our job have proven to be difficult to maintain. In the last 5 years we have
had at least 10 NSQO’s ranging in age from early 50’s to early 60’s with either medical issues that
prevented them from meeting our stringent requirements or were injured during our Tactical Weapons
Qualification course, resulting in loss of employment. We have also experienced two on the job
fatalities, heart attack and aneurysm.

Our NSO’s work 12 hour rotating shifts (6 am-6 pm, 6 pm-6 am), alternating 4 days, 3 nights, 3 days, 4
nights over a period of 21 days that repeats every 28 days. Negative effects of shiftwork on the body
and long term health are well documented.

These standards require a level of physical fitness and psychological adeptness that becomes much
more challenging for our members as we age. Members in their 60’s must meet the same standards as
younger employees in their 20’s.

We currently have officers who have more than 30 years of service in the security force with service
credit in PERS 2 that are only in their 50’s. The requirements of this job make the prospect of
continuing to meet and maintain these standards until full retirement age in PERS 2 a difficult task.

We hope you will consider our Nuclear Security Officers deserving of inclusion in PSERS.

Respectfully,

Members of the Nuclear Security Force

Energy Northwest, Columbia Generating Station



CERTIFICATION OF ENROLLMENT
SECOND ENGROSSED SENATE BILL 6378
62nd Legislature
2012 1st Special Session

http://apps.leg.wa.gov/documents/billdocs/2011-12/Pdf/Bills/Senate%20Passed%20L eqislature/6378.PL.pdf

11 NEW SECTION. Sec. 8. The select committee on pension
policy, with

12 the assistance of the department of labor and industries,
shall study

13  the issue of risk classifications of employees in the
Washington state

14 retirement systems that entail either high degrees of
physical or

15 psychological risk to the members® own safety or unusually
high

16 physical requirements that result in elevated risks of
injury or

17 disablement for older employees. The select committee on
pension

18 policy, with the assistance of the office of the
superintendent of

19 public instruction, shall also study existing early
retirement factors

20 and job requirements that may limit the effectiveness of
the older

21 classroom employee. The study shall identify groups and
evaluate them

22 for inclusion in the public safety employees™ retirement
system or the

23 creation of other early retirement factors iIn the teachers”
or school

24  employees”™ retirement systems. The select committee on
pension policy

25 shall report the findings and recommendations of its study
to the

26 legislative fTiscal committees by no later than December

15, 2012.

This is the area of focus for Energy Northwest nuclear security officers (NSQO’s).


https://email.energy-northwest.com/OWA/redir.aspx?C=a9edf90696824d63bad2b63f1f82fb7d&URL=http%3a%2f%2fapps.leg.wa.gov%2fdocuments%2fbilldocs%2f2011-12%2fPdf%2fBills%2fSenate%2520Passed%2520Legislature%2f6378.PL.pdf

RCW 43.52.520

Security force — Authorized.

An operating agency constructing or operating a nuclear power plant under a site certificate issued under

chapter 80.50 RCW may establish a security force for the protection and security of each nuclear power plant site
exclusion area. Members of the security force may be supplied with uniforms and badges indicating their position as
security force members if the uniforms and badges do not closely resemble the uniforms or badges of any law
enforcement agency or other agency possessing law enforcement powers in the surrounding area of the nuclear
power plant exclusion area. Members of the security force shall enroll in and successfully complete a training
program approved by the criminal justice training commission which does not conflict with any requirements of the
United States nuclear regulatory commission for the training of security personnel at nuclear power plants. All costs
incurred by the criminal justice training commission in the preparation, delivery, or certification of the training
programs shall be paid by the operating agency.

[1981 ¢ 301 § 1]


https://email.energy-northwest.com/OWA/redir.aspx?C=a9edf90696824d63bad2b63f1f82fb7d&URL=http%3a%2f%2fapps.leg.wa.gov%2frcw%2fdefault.aspx%3fcite%3d80.50

RCW 43.52.530

Security force — Powers and duties — Rules
on speed, operation, location of vehicles
authorized.

(1) Members of an operating agency security force authorized under RCW 43.52.520 may use reasonable force to
detain, search, or remove persons who enter or remain without permission within the nuclear power plant site
exclusion area or whenever, upon probable cause, it appears to a member of the security force that a person has
committed or is attempting to commit a crime. Should any person be detained, the security force shall immediately
notify the law enforcement agency, having jurisdiction over the nuclear power plant site, of the detainment. The
security force is authorized to detain the person for a reasonable time until custody can be transferred to a law
enforcement officer. Members of a security force may use that force necessary in the protection of persons and
properties located within the confines of the nuclear power plant site exclusion area.

(2) An operating agency may adopt and enforce rules controlling the speed, operation, and location of vehicles on
property owned or occupied by the operating agency. Such rules shall be conspicuously posted and persons violating
the rules may be expelled or detained.

(3) The rights granted in subsection (1) of this section are in addition to any others that may exist by law including,
but not limited to, the rights granted in RCW 9A.16.020(4).

[1981 c 301 § 3]

force


https://email.energy-northwest.com/OWA/redir.aspx?C=a9edf90696824d63bad2b63f1f82fb7d&URL=http%3a%2f%2fapps.leg.wa.gov%2frcw%2fdefault.aspx%3fcite%3d43.52.520
https://email.energy-northwest.com/OWA/redir.aspx?C=a9edf90696824d63bad2b63f1f82fb7d&URL=http%3a%2f%2fapps.leg.wa.gov%2frcw%2fdefault.aspx%3fcite%3d9A.16.020
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10 CFR Ch. | (1-1-12 Edition)

Address

Telephone (24 hour) E-Mail

US NRC, Region 1V, 1600 E.
Lamar Blvd., Arlington, TX
76011-4511.

Region 1V: Alaska, Arizona, Ar-
kansas, California, Colorado,
Hawaii, Idaho, Kansas, Lou-
isiana, Montana, Nebraska,
Nevada, New Mexico, North
Dakota, Oklahoma, Oregon,
South Dakota, Texas, Utah,
Washington, Wyoming, and
the U.S. territories and pos-
sessions in the Pacific

(817) 860-8100, (800) 952— RidsRgn4MailCenter@nrc.gov
9677, TDD: (301) 415—

5575.

CLASSIFIED MAILING ADDRESSES

Address

NRC Headquarters
Region | .......
Region Il ......
Region Ill ...

Region IV ....

U.S. NRC, Caller Box 2500, Rockville, MD 20852.

U.S. NRC, 475 Allendale Road, King of Prussia, PA 19406.

USNRC, P.O. Box 56267, Atlanta, GA 30343.

USNRC, Region Ill, 2443 Warrenville Road, Suite 210, Lisle, IL
60532-4352.

US NRC, Region IV, 1600 E. Lamar Blvd., Arlington, TX 76011-4511.

I. Classified mail shall be transmitted in
accordance with §95.39 of this chapter to the
appropriate NRC classified mailing address
listed in this appendix.

II. Classified documents may be hand de-
livered to the NRC to the appropriate NRC
street address listed in this appendix. Hand
delivered classified documents shall be
transmitted in accordance with §95.39 of this
chapter.

[68 FR 58820, Oct. 10, 2003, as amended at 71
FR 15012, Mar. 27, 2006; 73 FR 30460, May 28,
2008; 75 FR 21981, Apr. 27, 2010; 76 FR 72086,
Nov. 22, 2011]

APPENDIX B TO PART 73—GENERAL
CRITERIA FOR SECURITY PERSONNEL

TABLE OF CONTENTS
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C. Medical examination and physical fit-
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ties.
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IV. Weapons qualification and requalifica-
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V. Guard, armed response personnel, and

armed escort equipment.
A. Fixed site.
B. Transportation.

VI. Nuclear Power Reactor Training and
Qualification Plan for Personnel Per-
forming Security Program Duties

A. General Requirements and Introduc-
tion

B. Employment Suitability and Quali-
fication

C. Duty Training

D. Duty Qualification and Requalifica-
tion

E. Weapons Training

F. Weapons Qualification and Requali-
fication Program

G. Weapons, Personal Equipment and
Maintenance

H. Records

I. Reviews

J. Definitions

INTRODUCTION

Applicants and power reactor licensees
subject to the requirements of §73.556 shall
comply only with the requirements of sec-
tion VI of this appendix. All other licensees,
applicants, or certificate holders shall com-
ply only with sections I through V of this ap-
pendix.

Security personnel who are responsible for
the protection of special nuclear material on
site or in transit and for the protection of
the facility or shipment vehicle against radi-
ological sabotage should, like other elements
of the physical security system, be required
to meet minimum criteria to ensure that
they will effectively perform their assigned
security-related job duties. In order to en-
sure that those individuals responsible for
security are properly equipped and qualified
to execute the job duties prescribed for
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Nuclear Regulatory Commission

them, the NRC has developed general cri-
teria that specify security personnel quali-
fication requirements.

These general criteria establish require-
ments for the selection, training, equipping,
testing, and qualification of individuals who
will be responsible for protecting special nu-
clear materials, nuclear facilities, and nu-
clear shipments.

When required to have security personnel
that have been trained, equipped, and quali-
fied to perform assigned security job duties
in accordance with the criteria in this appen-
dix, the licensee must establish, maintain,
and follow a plan that shows how the criteria
will be met. The plan must be submitted to
the NRC for approval and must be imple-
mented within 30 days after approval by the
NRC unless otherwise specified by the NRC
in writing.

DEFINITIONS

Terms defined in parts 50, 70, and 73 of this
chapter have the same meaning when used in
this appendix.

CRITERIA

I. Employment suitability and qualification.

A. Suitability: 1. Prior to employment, or
assignment to the security organization, an
individual shall meet the following suit-
ability criteria:

a. Educational development—Possess a
high school diploma or pass an equivalent
performance examination designed to meas-
ure basic job-related mathematical, lan-
guage, and reasoning skills, ability, and
knowledge, required to perform security job
duties.

b. Felony convictions—Have no felony con-
victions involving the use of a weapon and
no felony convictions that reflect on the in-
dividual’s reliability.

2. Prior to employment or assignment to
the security organization in an armed capac-
ity, the individual, in addition to (a) and (b)
above, must be 21 years of age or older.

B. Physical and mental qualifications. 1.
Physical qualifications:

a. Individuals whose security tasks and job
duties are directly associated with the effec-
tive implementation of the licensee physical
security and contingency plans shall have no
physical weaknesses or abnormalities that
would adversely affect their performance of
assigned security job duties.

b. In addition to a. above, guards, armed
response personnel, armed escorts, and cen-
tral alarm station operators shall success-
fully pass a physical examination adminis-
tered by a licensed physician. The examina-
tion shall be designed to measure the indi-
vidual’s physical ability to perform assigned
security job duties as identified in the 1li-
censee physical security and contingency

Pt. 73, App. B

plans. Armed personnel shall meet the fol-
lowing additional physical requirements:

(1) Vision: (a) For each individual, distant
visual acuity in each eye shall be correctable
to 20/30 (Snellen or equivalent) in the better
eye and 20/40 in the other eye with eyeglasses
or contact lenses. If uncorrected distance vi-
sion is not at least 20/40 in the better eye, the
individual shall carry an extra pair of correc-
tive lenses. Near visual acuity, corrected or
uncorrected, shall be at least 20/40 in the bet-
ter eye. Field of vision must be at least 70°
horizontal meridian in each eye. The ability
to distinguish red, green, and yellow colors
is required. Loss of vision in one eye is dis-
qualifying. Glaucoma shall be disqualifying,
unless controlled by acceptable medical or
surgical means, provided such medications
as may be used for controlling glaucoma do
not cause undesirable side effects which ad-
versely affect the individual’s ability to per-
form assigned security job duties, and pro-
vided the visual acuity and field of vision re-
quirements stated above are met. On-the-job
evaluation shall be used for individuals who
exhibit a mild color vision defect.

(b) Where corrective eyeglasses are re-
quired, they shall be of the safety glass type.

(c) The use of corrective eyeglasses or con-
tact lenses shall not interfere with an indi-
vidual’s ability to effectively perform as-
signed security job duties during normal or
emergency operations.

(2) Hearing: (a) Individuals shall have no
hearing loss in the better ear greater than 30
decibels average at 500 Hz, 1,000 Hz, and 2,000
Hz with no level greater that 40 decibels at
any one frequency (by ISO 389 ‘‘Standard
Reference Zero for the Calibration of
Puritone Audiometer’ (1975) or ANSI S3.6—
1969 (R. 1973) ‘‘Specifications for Audiom-
eters’). ISO 389 and ANSI S3.6-1969 have been
approved for incorporation by reference by
the Director of the Federal Register. A copy
of each standard is available for inspection
at the NRC Library, 11545 Rockville Pike,
Rockville, Maryland 20852-2738.

(b) A hearing aid is acceptable provided
suitable testing procedures demonstrate au-
ditory acuity equivalent to the above stated
requirement.

(c) The use of a hearing aid shall not de-
crease the effective performance of the indi-
vidual’s assigned security job duties during
normal or emergency operations.

(3) Diseases—Individuals shall have no es-
tablished medical history or medical diag-
nosis of epilepsy or diabetes, or, where such
a condition exists, the individual shall pro-
vide medical evidence that the condition can
be controlled with proper medication so that
the individual will not lapse into a coma or
unconscious state while performing assigned
security job duties.
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(4) Addiction—Individuals shall have no es-
tablished medical history or medical diag-
nosis of habitual alcoholism or drug addic-
tion, or, where such a condition has existed,
the individual shall provide certified docu-
mentation of having completed a rehabilita-
tion program which would give a reasonable
degree of confidence that the individual
would be capable of performing assigned se-
curity job duties.

(5) Other physical requirements—An indi-
vidual who has been incapacitated due to a
serious illness, injury, disease, or operation,
which could interfere with the effective per-
formance of assigned security job duties
shall, prior to resumption of such duties,
provide medical evidence of recovery and
ability to perform such security job duties.

2. Mental qualifications: a. Individuals
whose security tasks and job duties are di-
rectly associated with the effective imple-
mentation of the licensee physical security
and contingency plans shall demonstrate
mental alertness and the capability to exer-
cise good judgment, implement instructions,
assimilate assigned security tasks, and pos-
sess the acuity of senses and ability of ex-
pression sufficient to permit accurate com-
munication by written, spoken, audible, visi-
ble, or other signals required by assigned job
duties.

b. Armed individuals, and central alarm
station operators, in addition to meeting the
requirement stated in paragraph a. above,
shall have no emotional instability that
would interfere with the effective perform-
ance of assigned security job duties. The de-
termination shall be made by a licensed psy-
chologist or psychiatrist, or physician, or
other person professionally trained to iden-
tify emotional instability.

c. The licensee shall arrange for continued
observation of security personnel and for ap-
propriate corrective measures by responsible
supervisors for indications of emotional in-
stability of individuals in the course of per-
forming assigned security job duties. Identi-
fication of emotional instability by respon-
sible supervisors shall be subject to
verification by a licensed, trained person.

C. Medical examinations and physical fit-
ness qualifications—Guards, armed response
personnel, armed escorts and other armed se-
curity force members shall be given a med-
ical examination including a determination
and written certification by a licensed physi-
cian that there are no medical contraindica-
tions as disclosed by the medical examina-
tion to participation by the individual in
physical fitness tests. Subsequent to this
medical examination, guards, armed re-
sponse personnel, armed escorts and other
armed security force members shall dem-
onstrate physical fitness for assigned secu-
rity job duties by performing a practical
physical exercise program within a specific
time period. The exercise program perform-

10 CFR Ch. | (1-1-12 Edition)

ance objectives shall be described in the li-
cense training and qualifications plan and
shall consider job-related functions such as
strenuous activity, physical exertion, levels
of stress, and exposure to the elements as
they pertain to each individual’s assigned se-
curity job duties for both normal and emer-
gency operations. The physical fitness quali-
fication of each guard, armed response per-
son, armed escort, and other security force
member shall be documented and attested to
by a licensee security supervisor. The li-
censee shall retain this documentation as a
record for three years from the date of each
qualification.

D. Contract security personnel—Contract
security personnel shall be required to meet
the suitability, physical, and mental require-
ments as appropriate to their assigned secu-
rity job duties in accordance with section I
of this appendix.

E. Physical requalification—At least every
12 months, central alarm station operators
shall be required to meet the physical re-
quirements of B.1.b of this section, and
guards, armed response personnel, and armed
escorts shall be required to meet the phys-
ical requirements of paragraphs B.1.b (1) and
(2), and C of this section. The licensee shall
document each individual’s physical requali-
fication and shall retain this documentation
of requalification as a record for three years
from the date of each requalification.

F. Documentation—The results of suit-
ability, physical, and mental qualifications
data and test results must be documented by
the licensee or the licensee’s agent. The li-
censee or the agent shall retain this docu-
mentation as a record for three years from
the date of obtaining and recording these re-
sults.

G. Nothing herein authorizes or requires a
licensee to investigate into or judge the
reading habits, political or religious beliefs,
or attitudes on social, economic, or political
issues of any person.

II. Training and qualifications.

A. Training requirements—Each individual
who requires training to perform assigned se-
curity-related job tasks or job duties as iden-
tified in the licensee physical security or
contingency plans shall, prior to assignment,
be trained to perform these tasks and duties
in accordance with the licensee or the licens-
ee’s agent’s documented training and quali-
fications plan. The licensee or the agent
shall maintain documentation of the current
plan and retain this documentation of the
plan as a record for three years after the
close of period for which the licensee pos-
sesses the special nuclear material under
each license for which the plan was devel-
oped and, if any portion of the plan is super-
seded, retain the material that is superseded
for three years after each change.

B. Qualification requirements—Each per-
son who performs security-related job tasks

550



Nuclear Regulatory Commission

or job duties required to implement the li-
censee physical security or contingency plan
shall, prior to being assigned to these tasks
or duties, be qualified in accordance with the
licensee’s NRC-approved training and quali-
fications plan. The qualifications of each in-
dividual must be documented and attested
by a licensee security supervisor. The li-
censee shall retain this documentation of
each individual’s qualifications as a record
for three years after the employee ends em-
ployment in the security-related capacity
and for three years after the close of period
for which the licensee possesses the special
nuclear material under each license, and su-
perseded material for three years after each
change.

C. Contract personnel—Contract personnel
shall be trained, equipped, and qualified as
appropriate to their assigned security-re-
lated job tasks or job duties, in accordance
with sections II, III, IV, and V of this appen-
dix. The qualifications of each individual
must be documented and attested by a li-
censee security supervisor. The licensee
shall retain this documentation of each indi-
vidual’s qualifications as a record for three
yvears after the employee ends employment
in the security-related capacity and for three
years after the close of period for which the
licensee possesses the special nuclear mate-
rial under each license, and superseded mate-
rial for three years after each change.

D. Security knowledge, skills, and abili-
ties—Each individual assigned to perform
the security related task identified in the 1li-
censee physical security or contingency plan
shall demonstrate the required knowledge,
skill, and ability in accordance with the
specified standards for each task as stated in
the NRC approved licensee training and
qualifications plan. The areas of knowledge,
skills, and abilities that shall be considered
in the licensee’s training and qualifications
plan are as follows:

1. Protection of nuclear facilities, trans-
port vehicles, and special nuclear material.

2. NRC requirements and guidance for
physical security at nuclear facilities and for
transportation.

3. The private security guard’s role in pro-
viding physical protection for the nuclear in-
dustry.

4. The authority of private guards.

5. The use of nonlethal weapons.

6. The use of deadly force.

7. Power of arrest and authority to detain
individuals.

8. Authority to search individuals and seize
property.

9. Adversary group operations.

10. Motivation and objectives of adversary
groups.

11. Tactics and force that might be used by
adversary groups to achieve their objectives.

Pt. 73, App. B

12. Recognition of sabotage related devices
and equipment that might be used against
the licensee’s facility or shipment vehicle.

13. Facility security organization and oper-
ation.

14. Types of physical barriers.

15. Weapons, lock and key control system
operation.

16. Location of SNM and/or vital areas
within a facility.

17. Protected area security and vulner-
ability.

18. Types of alarm systems used.

19. Response and assessment to alarm
annunciations and other indications of intru-
sion.

20. Familiarization with types of special
nuclear material processed.

21. General concepts of fixed site security
systems.

22. Vulnerabilities and consequences of
theft of special nuclear material or radio-
logical sabotage of a facility.

23. Protection of security system informa-
tion.

24. Personal equipment use and operation
for normal and contingency operations.

25. Surveillance and assessment systems
and techniques.

26. Communications systems operation,
fixed site.

27. Access control systems and operation
for individuals, packages, and vehicles.

28. Contraband detection systems and tech-
niques.

29. Barriers and other delay systems
around material access or vital areas.

30. Exterior and interior alarm systems op-
eration.

31. Duress alarm operation.

32. Alarm stations operation.

33. Response force organization.

34. Response force mission.

35. Response force operation.

36. Response force engagement.

37. Security command and control system
during normal operation.

38. Security command and control system
during contingency operation.

39. Transportation systems security orga-
nization and operation.

40. Types of SNM transport vehicles.

41. Types of SNM escort vehicles.

42. Modes of transportation for SNM.

43. Road transport security system com-
mand and control structure.

44. Use of weapons.

45. Communications systems operation for
transportation, shipment to control center
and intraconvoy.

46. Vulnerabilities and consequences of
theft of special nuclear material or radio-
logical sabotage of a transport vehicle.

47. Protection of transport system security
information.

48. Control of area around transport vehi-
cle.
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49. Normal convoy techniques and oper-
ations.

50. Familiarization with types of special
nuclear materials shipped.

51. Fixed post station operations.

52. Access control system operation.

53. Search techniques and systems for indi-
viduals, packages and vehicles.

54. Escort and patrol responsibilities and
operation.

5b. Contengency response to confirmed in-
trusion or attempted intrusion.

b6. Security system operation after compo-
nent failure.

57. Fixed site security information protec-
tion.

58. Security coordination with local law
enforcement agencies.

59. Security and situation reporting, docu-
mentation and report writing.

60. Contingency duties.

61. Self defense.

62. Use of and defenses against incapaci-
tating agents.

63. Security equipment testing.

64. Contingency procedures.

65. Night vision devices and systems.

66. Mechanics of detention.

67. Basic armed and unarmed defensive tac-

68. Response force deployment.

69. Security alert procedures.

70. Security briefing procedures.

71. Response force tactical movement.

72. Response force withdrawal.

73. Reponse force use of support fire.

74. Response to bomb and attack threats.

75. Response to civil disturbances (e.g.,
strikes, demonstrators).

76. Response to confirmed attempted theft
of special nuclear material and/or radio-
logical sabotage of facilities.

77. Response to hostage situations.

78. Site specific armed tactical procedures
and operation.

79. Security response to emergency situa-
tions other than security incidents.

80. Basic transportation defensive response
tactics.

81. Armed escort deployment.

82. Armed escort adversary engagement.

83. Armed escort formations.

84. Armed escort use of weapons fire (tac-
tical and combat).

85. Armed escort and shipment movement
under fire.

86. Tactical convoying techniques and op-
erations.

87. Armed escort tactical exercises.

88. Armed escort response to bomb and at-
tack threats.

89. Verification of shipment documenta-
tion and contents.

90. Continuous surveillance of shipment ve-
hicle.

91. Normal and contingency operation for
shipment mode transfer.

10 CFR Ch. | (1-1-12 Edition)

92. Armed personnel procedures and oper-
ation during temporary storage between
mode transfers of shipments.

93. Armed escort threat assessment and re-
sponse.

94. System for and operation of shipment
vehicle lock and key control.

95. Techniques and procedures for isolation
of shipment vehicle during a contingency
situation.

96. Transportation coordination with local
law enforcement agencies.

97. Procedures for verification of shipment
locks and seals.

98. Transportation security and situation
reporting, documentation, and report writ-
ing.

99. Procedures for shipment delivery and
pickup.

100. Transportation security system for es-
cort by road, rail, air and sea.

E. Requalification—Security personnel
shall be requalified at least every 12 months
to perform assigned security-related job
tasks and duties for both normal and contin-
gency operations. Requalification shall be in
accordance with the NRC-approved licensee
training and qualifications plan. The results
of requalification must be documented and
attested by a licensee security supervisor.
The licensee shall retain this documentation
of each individual’s requalification as a
record for three years from the date of each
requalification.

III. Weapons training.

A. Guards, armed response personnel and
armed escorts requiring weapons training to
perform assigned security related job tasks
or job duties shall be trained in accordance
with the licensees’ documented weapons
training programs. Each individual shall be
proficient in the use of his assigned weap-
on(s) and shall meet prescribed standards in
the following areas:

1. Mechanical assembly, dissasembly,
range penetration capability of weapon, and
bullseye firing.

2. Weapons cleaning and storage.

3. Combat firing, day and night.

4. Safe weapons handling.

5. Clearing, loading, unloading, and reload-

6. When to draw and point a weapon.
7. Rapid fire techniques.

8. Close quarter firing.

9. Stress firing.

10. Zeroing assigned weapon(s).

IV. Weapons qualification and requalifica-
tion program.

Qualification firing for the handgun and
the rifle must be for daylight firing, and
each individual shall perform night firing for
familiarization with assigned weapon(s). The
results of weapons qualification and requali-
fication must be documented by the licensee
or the licensee’s agent. Each individual shall
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be requalified at least every 12 months. The
licensee shall retain this documentation of
each qualification and requalification as a
record for three years from the date of the
qualification or requalification, as appro-
priate.

A. Handgun—Guards, armed escorts and
armed response personnel shall qualify with
a revolver or semiautomatic pistol firing the
national police course, or an equivalent na-
tionally recognized course. Qualifying score
shall be an accumulated total of 70 percent
of the maximum obtainable score.

B. Semiautomatic Rifle—Guards, armed
escorts and armed response personnel, as-
signed to use the semiautomatic rifle by the
licensee training and qualifications plan,
shall qualify with a semiautomatic rifle by
firing the 100-yard course of fire specified in
section 17.5(1) of the National Rifle Associa-
tion, High Power Rifle Rules book (effective
March 15, 1976),1 or a nationally recognized
equivalent course of fire. Targets used shall
be as stated in section 17.5 for the 100-yard
course. Time limits for individuals shall be
as specified in section 8.2 of the NRA rule
book, regardless of the course fired. Quali-
fying score shall be an accumulated total of
80 percent of the maximum obtainable score.

C. Shotgun—Guards, armed escorts, and
armed response personnel assigned to use the
12 gauge shotgun by the licensee training
and qualifications plan shall qualify with a
full choke or improved modified choke 12
gauge shotgun firing the following course:

i No.
Range Position Rounds ! Target?
15 yds .. Hip fire point ..... 4 B-27
25 yds .. Shoulder ........... 4 B-27

1The 4 rounds shall be fired at 4 separate targets within 10
seconds using 00 gauge (9 pellet) shotgun shells.

2As set forth by the National Rifle Association (NRA) in its
official rules and regulations, “NRA Target Manufacturers
Index,” December 1976. The Index has been approved for in-
corporation by reference by the Director of the Federal Reg-
ister. A copy of the index is available for inspection at the
NRC Library, 11545 Rockville Pike, Rockville, Maryland
20852-2738.

To qualify the individual shall be required
to place 50 percent of all pellets (36 pellets)
within the black silhouette.

D. Requalification—Individuals shall be
weapons requalified at least every 12 months
in accordance with the NRC approved li-
censee training and qualifications plan, and
in accordance with the requirements stated
in A, B, and C of this section.

V. Guard, armed response personnel,
armed escort equipment.

and

1Copies of the ‘“NRA High Power Rifle
Rules’” may be examined at, or obtained
from, the National Rifle Association, 1600
Rhode Island Avenue NW., Washington, DC
20036.
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A. Fixed Site—Fixed site guards and armed
response personnel shall either be equipped
with or have available the following security
equipment appropriate to the individual’s as-
signed contingency security related tasks or
job duties as described in the licensee phys-
ical security and contingency plans:

1. Semiautomatic rifles with following
nominal minimum specifications:

(a) .223 caliber.

(b) Muzzle velocity, 1980 ft/sec.

(c) Muzzle energy, 955 foot-pounds.

(d) Magazine or clip load of 10 rounds.

(e) Magazine reload, < 10 seconds.

(f) Operable in any environment in which it
will be used.

2. 12 gauge shotguns with the following ca-
pabilities:

(a) 4 round pump or semiautomatic.

(b) Operable in any environment in which
it will be used.

(c) Full or modified choke.

3. Semiautomatic pistols or revolvers with
the following nominal minimum specifica-
tions:

(a) .354 caliber.

(b) Muzzle energy, 250 foot-pounds.

(c) Full magazine or cylinder reload capa-
bility < 6 seconds.

(d) Muzzle velocity, 850 ft/sec.

(e) Full cylinder or magazine capacity, 6
rounds.

(f) Operable in any environment in which it
will be used.

4. Ammunition:

(a) For each assigned weapon as appro-
priate to the individual’s assigned contin-
gency security job duties and as readily
available as the weapon:

(1) 18 rounds per handgun.

(2) 100 rounds per semiautomatic rifle.

(3) 12 rounds each per shotgun (00 gauge
and slug).

(b) Ammunition available on site—two (2)
times the amount stated in (a) above for
each weapon.

5. Personal equipment to be readily avail-
able for individuals whose assigned contin-
gency security job duties, as described in the
licensee physical security and contingency
plans, warrant such equipment:

(a) Helmet, combat.

(b) Gas mask, full face.

(c) Body armor (bullet-resistant vest).

(d) Flashlights and batteries.

(e) Baton.

(f) Handcuffs.

(g) Ammunition/equipment belt.

6. Binoculars.

7. Night vision aids, i.e., hand-fired illu-
mination flares or equivalent.

8. Tear gas or other nonlethal gas.

9. Duress alarms.

10. Two-way portable radios (handi-talkie)
2 channels minimum, 1 operating and 1 emer-
gency.
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B. Transportation—Armed escorts shall ei-
ther be equipped with or have readily avail-
able the following security equipment appro-
priate to the individual’s assigned contin-
gency security related tasks or job duties, as
described in the licensee physical security
and contingency plans:

1. Semiautomatic rifles with the following
nominal minimum specifications:

(a) .223 caliber.

(b) Muzzle velocity, 1,980 ft/sec.

(c) Muzzle energy, 955 foot-pounds.

(d) Magazine or clip of 10 rounds.

(e) Reload capability, 10 seconds.

(f) Operable in any environment in which it
will be used.

2. 12 gauge shotguns.

(a) 4 round pump or semiautomatic.

(b) Operable in any environment in which
it will be used.

(c) Full or modified choke.

3. Semiautomatic pistols or revolvers with
the following nominal minimum specifica-
tions:

(a) .354 caliber.

(b) Muzzle energy, 250 foot-pounds.

(c) Full magazine or cylinder reload capa-
bility 6 seconds.

(d) Muzzle velocity, 850 ft/sec.

(e) Full cylinder or magazine capacity, 6
rounds.

(f) Operable in any environment in which it
will be used.

4. Ammunition for each shipment.

(a) For each assigned weapon as appro-
priate to the individual’s assigned contin-
gency security job duties and as readily
available as the weapon:

(1) 36 rounds per handgun.

(2) 120 rounds per semiautomatic rifle.

(3) 12 rounds each per shotgun (00 gauge
and slug).

5. HEscort vehicles, bullet resisting,
equipped with communications systems, red
flares, first aid kit, emergency tool kit, tire
changing equipment, battery chargers for ra-
dios (where appropriate, for recharging port-
able radio batteries).

6. Personal equipment to be readily avail-
able for individuals whose assigned contin-
gency security job duties, as described in the
licensee physical security and contingency
plans, warrant such equipment:

(a) Helmet, combat.

(b) Gas mask, full face.

(c) Body armor (bullet-resistant vest).

(d) Flashlights and batteries.

(e) Baton.

(f) Ammunition/equipment belt.

(g) Pager/duress alarms.

7. Binoculars.

8. Night vision aids, i.e., hand-fired illu-
mination flares or equivalent.

9. Tear gas or other nonlethal gas.

VI. Nuclear Power Reactor Training and
Qualification Plan for Personnel Per-
forming Security Program Duties

10 CFR Ch. | (1-1-12 Edition)

A. General Requirements and Introduction

1. The licensee shall ensure that all indi-
viduals who are assigned duties and respon-
sibilities required to prevent significant core
damage and spent fuel sabotage, implement
the Commission-approved security plans, li-
censee response strategy, and implementing
procedures, meet minimum training and
qualification requirements to ensure each in-
dividual possesses the knowledge, skills, and
abilities required to effectively perform the
assigned duties and responsibilities.

2. To ensure that those individuals who are
assigned to perform duties and responsibil-
ities required for the implementation of the
Commission-approved security plans, li-
censee response strategy, and implementing
procedures are properly suited, trained,
equipped, and qualified to perform their as-
signed duties and responsibilities, the Com-
mission has developed minimum training
and qualification requirements that must be
implemented through a Commission-ap-
proved training and qualification plan.

3. The licensee shall establish, maintain,
and follow a Commission-approved training
and qualification plan, describing how the
minimum training and qualification require-
ments set forth in this appendix will be met,
to include the processes by which all individ-
uals, will be selected, trained, equipped, test-
ed, and qualified.

4. Each individual assigned to perform se-
curity program duties and responsibilities
required to effectively implement the Com-
mission-approved security plans, licensee
protective strategy, and the licensee imple-
menting procedures, shall demonstrate the
knowledge, skills, and abilities required to
effectively perform the assigned duties and
responsibilities before the individual is as-
signed the duty or responsibility.

5. The licensee shall ensure that the train-
ing and qualification program simulates, as
closely as practicable, the specific conditions
under which the individual shall be required
to perform assigned duties and responsibil-
ities.

6. The licensee may not allow any indi-
vidual to perform any security function, as-
sume any security duties or responsibilities,
or return to security duty, until that indi-
vidual satisfies the training and qualifica-
tion requirements of this appendix and the
Commission-approved training and qualifica-
tion plan, unless specifically authorized by
the Commission.

7. Annual requirements must be scheduled
at a nominal twelve (12) month periodicity.
Annual requirements may be completed up
to three (3) months before or three (3)
months after the scheduled date. However,
the next annual training must be scheduled
twelve (12) months from the previously
scheduled date rather than the date the
training was actually completed.
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B. Employment Suitability and Qualifica-
tion

1. Suitability.

(a) Before employment, or assignment to
the security organization, an individual
shall:

(1) Possess a high school diploma or pass
an equivalent performance examination de-
signed to measure basic mathematical, lan-
guage, and reasoning skills, abilities, and
knowledge required to perform security du-
ties and responsibilities;

(2) Have attained the age of 21 for an armed
capacity or the age of 18 for an unarmed ca-
pacity; and

(3) Not have any felony convictions that
reflect on the individual’s reliability.

(4) Individuals in an armed capacity, would
not be disqualified from possessing or using
firearms or ammunition in accordance with
applicable state or Federal law, to include 18
U.S.C. 922. Licensees shall use information
that has been obtained during the comple-
tion of the individual’s background inves-
tigation for unescorted access to determine
suitability. Satisfactory completion of a
firearms background check for the indi-
vidual under 10 CFR 73.19 of this part will
also fulfill this requirement.

(b) The qualification of each individual to
perform assigned duties and responsibilities
must be documented by a qualified training
instructor and attested to by a security su-
pervisor.

2. Physical qualifications.

(a) General physical qualifications.

(1) Individuals whose duties and respon-
sibilities are directly associated with the ef-
fective implementation of the Commission-
approved security plans, licensee protective
strategy, and implementing procedures, may
not have any physical conditions that would
adversely affect their performance of as-
signed security duties and responsibilities.

(2) Armed and unarmed individuals as-
signed security duties and responsibilities
shall be subject to a physical examination
designed to measure the individual’s phys-
ical ability to perform assigned duties and
responsibilities as identified in the Commis-
sion-approved security plans, licensee pro-
tective strategy, and implementing proce-
dures.

(3) This physical examination must be ad-
ministered by a licensed health professional
with the final determination being made by
a licensed physician to verify the individ-
ual’s physical capability to perform assigned
duties and responsibilities.

(4) The licensee shall ensure that both
armed and unarmed individuals who are as-
signed security duties and responsibilities
identified in the Commission-approved secu-
rity plans, the licensee protective strategy,
and implementing procedures, meet the fol-
lowing minimum physical requirements, as
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required to effectively perform their as-
signed duties.

(b) Vision.

(1) For each individual, distant visual acu-
ity in each eye shall be correctable to 20/30
(Snellen or equivalent) in the better eye and
20/40 in the other eye with eyeglasses or con-
tact lenses.

(2) Near visual acuity, corrected or uncor-
rected, shall be at least 20/40 in the better
eye.

(3) Field of vision must be at least 70 de-
grees horizontal meridian in each eye.

(4) The ability to distinguish red, green,
and yellow colors is required.

(5) Loss of vision in one eye is disquali-
fying.

(6) Glaucoma is disqualifying, unless con-
trolled by acceptable medical or surgical
means, provided that medications used for
controlling glaucoma do not cause undesir-
able side effects which adversely affect the
individual’s ability to perform assigned secu-
rity duties, and provided the visual acuity
and field of vision requirements stated pre-
viously are met.

(7) On-the-job evaluation must be used for
individuals who exhibit a mild color vision
defect.

(8) If uncorrected distance vision is not at
least 20/40 in the better eye, the individual
shall carry an extra pair of corrective lenses
in the event that the primaries are damaged.
Corrective eyeglasses must be of the safety
glass type.

(9) The use of corrective eyeglasses or con-
tact lenses may not interfere with an indi-
vidual’s ability to effectively perform as-
signed duties and responsibilities during nor-
mal or emergency conditions.

(c) Hearing.

(1) Individuals may not have hearing loss
in the better ear greater than 30 decibels av-
erage at 500 Hz, 1,000 Hz, and 2,000 Hz with no
level greater than 40 decibels at any one fre-
quency.

(2) A hearing aid is acceptable provided
suitable testing procedures demonstrate au-
ditory acuity equivalent to the hearing re-
quirement.

(3) The use of a hearing aid may not de-
crease the effective performance of the indi-
vidual’s assigned security duties during nor-
mal or emergency operations.

(d) Existing medical conditions.

(1) Individuals may not have an established
medical history or medical diagnosis of ex-
isting medical conditions which could inter-
fere with or prevent the individual from ef-
fectively performing assigned duties and re-
sponsibilities.

(2) If a medical condition exists, the indi-
vidual shall provide medical evidence that
the condition can be controlled with medical
treatment in a manner which does not ad-
versely affect the individual’s fitness-for-
duty, mental alertness, physical condition,
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or capability to otherwise effectively per-
form assigned duties and responsibilities.

(e) Addiction. Individuals may not have
any established medical history or medical
diagnosis of habitual alcoholism or drug ad-
diction, or, where this type of condition has
existed, the individual shall provide certified
documentation of having completed a reha-
bilitation program which would give a rea-
sonable degree of confidence that the indi-
vidual would be capable of effectively per-
forming assigned duties and responsibilities.

(f) Other physical requirements. An indi-
vidual who has been incapacitated due to a
serious illness, injury, disease, or operation,
which could interfere with the effective per-
formance of assigned duties and responsibil-
ities shall, before resumption of assigned du-
ties and responsibilities, provide medical evi-
dence of recovery and ability to perform
these duties and responsibilities.

3. Psychological qualifications.

(a) Armed and unarmed individuals shall
demonstrate the ability to apply good judg-
ment, mental alertness, the capability to im-
plement instructions and assigned tasks, and
possess the acuity of senses and ability of ex-
pression sufficient to permit accurate com-
munication by written, spoken, audible, visi-
ble, or other signals required by assigned du-
ties and responsibilities.

(b) A licensed psychologist, psychiatrist, or
physician trained in part to identify emo-
tional instability shall determine whether
armed members of the security organization
and alarm station operators in addition to
meeting the requirement stated in paragraph
(a) of this section, have no emotional insta-
bility that would interfere with the effective
performance of assigned duties and respon-
sibilities.

(c) A person professionally trained to iden-
tify emotional instability shall determine
whether unarmed individuals in addition to
meeting the requirement stated in paragraph
(a) of this section, have no emotional insta-
bility that would interfere with the effective
performance of assigned duties and respon-
sibilities.

4. Medical examinations and physical fit-
ness qualifications.

(a) Armed members of the security organi-
zation shall be subject to a medical examina-
tion by a licensed physician, to determine
the individual’s fitness to participate in
physical fitness tests.

(1) The licensee shall obtain and retain a
written certification from the licensed phy-
sician that no medical conditions were dis-
closed by the medical examination that
would preclude the individual’s ability to
participate in the physical fitness tests or
meet the physical fitness attributes or objec-
tives associated with assigned duties.

(b) Before assignment, armed members of
the security organization shall demonstrate
physical fitness for assigned duties and re-
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sponsibilities by performing a practical
physical fitness test.

(1) The physical fitness test must consider
physical conditions such as strenuous activ-
ity, physical exertion, levels of stress, and
exposure to the elements as they pertain to
each individual’s assigned security duties for
both normal and emergency operations and
must simulate site specific conditions under
which the individual will be required to per-
form assigned duties and responsibilities.

(2) The licensee shall describe the physical
fitness test in the Commission-approved
training and qualification plan.

(3) The physical fitness test must include
physical attributes and performance objec-
tives which demonstrate the strength, endur-
ance, and agility, consistent with assigned
duties in the Commission-approved security
plans, licensee protective strategy, and im-
plementing procedures during normal and
emergency conditions.

(4) The physical fitness qualification of
each armed member of the security organiza-
tion must be documented by a qualified
training instructor and attested to by a se-
curity supervisor.

5. Physical requalification.

(a) At least annually, armed and unarmed
individuals shall be required to demonstrate
the capability to meet the physical require-
ments of this appendix and the licensee
training and qualification plan.

(b) The physical requalification of each
armed and unarmed individual must be docu-
mented by a qualified training instructor
and attested to by a security supervisor.

C. Duty Training

1. Duty training and qualification require-
ments. All personnel who are assigned to
perform any security-related duty or respon-
sibility shall be trained and qualified to per-
form assigned duties and responsibilities to
ensure that each individual possesses the
minimum knowledge, skills, and abilities re-
quired to effectively carry out those assigned
duties and responsibilities.

(a) The areas of knowledge, skills, and
abilities that are required to perform as-
signed duties and responsibilities must be
identified in the licensee’s Commission-ap-
proved training and qualification plan.

(b) Each individual who is assigned duties
and responsibilities identified in the Com-
mission-approved security plans, licensee
protective strategy, and implementing pro-
cedures shall, before assignment:

(1) Be trained to perform assigned duties
and responsibilities in accordance with the
requirements of this appendix and the Com-
mission-approved training and qualification
plan.

(2) Meet the minimum qualification re-
quirements of this appendix and the Commis-
sion-approved training and qualification
plan.
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(3) Be trained and qualified in the use of all
equipment or devices required to effectively
perform all assigned duties and responsibil-
ities.

2. On-the-job training.

(a) The licensee training and qualification
program must include on-the-job training
performance standards and criteria to ensure
that each individual demonstrates the req-
uisite knowledge, skills, and abilities needed
to effectively carry-out assigned duties and
responsibilities in accordance with the Com-
mission-approved security plans, licensee
protective strategy, and implementing pro-
cedures, before the individual is assigned the
duty or responsibility.

(b) In addition to meeting the requirement
stated in paragraph C.2.(a) of this appendix,
before assignment, individuals (e.g., response
team leaders, alarm station operators, armed
responders, and armed security officers des-
ignated as a component of the protective
strategy) assigned duties and responsibilities
to implement the Safeguards Contingency
Plan shall complete a minimum of 40 hours
of on-the-job training to demonstrate their
ability to effectively apply the knowledge,
skills, and abilities required to effectively
perform assigned contingency duties and re-
sponsibilities in accordance with the ap-
proved safeguards contingency plan, other
security plans, licensee protective strategy,
and implementing procedures. On-the-job
training must be documented by a qualified
training instructor and attested to by a se-
curity supervisor.

(c) On-the-job training for contingency ac-
tivities and drills must include, but is not
limited to, hands-on application of knowl-
edge, skills, and abilities related to:

(1) Response team duties.

(2) Use of force.

(3) Tactical movement.

(4) Cover and concealment.

(5) Defensive positions.

(6) Fields-of-fire.

(7) Re-deployment.

(8) Communications (primary and alter-
nate).

(9) Use of assigned equipment.

(10) Target sets.

(11) Table top drills.

(12) Command and control duties.

(13) Licensee Protective Strategy.

3. Performance Evaluation Program.

(a) Licensees shall develop, implement and
maintain a Performance Evaluation Pro-
gram that is documented in procedures
which describes how the licensee will dem-
onstrate and assess the effectiveness of their
onsite physical protection program and pro-
tective strategy, including the capability of
the armed response team to carry out their
assigned duties and responsibilities during
safeguards contingency events. The Perform-
ance Evaluation Program and procedures
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shall be referenced in the licensee’s Training
and Qualifications Plan.

(b) The Performance Evaluation Program
shall include procedures for the conduct of
tactical response drills and force-on-force ex-
ercises designed to demonstrate and assess
the effectiveness of the licensee’s physical
protection program, protective strategy and
contingency event response by all individ-
uals with responsibilities for implementing
the safeguards contingency plan.

(c) The licensee shall conduct tactical re-
sponse drills and force-on-force exercises in
accordance with Commission-approved secu-
rity plans, licensee protective strategy, and
implementing procedures.

(d) Tactical response drills and force-on-
force exercises must be designed to challenge
the site protective strategy against elements
of the design basis threat and ensure each
participant assigned security duties and re-
sponsibilities identified in the Commission-
approved security plans, the licensee protec-
tive strategy, and implementing procedures
demonstrate the requisite knowledge, skills,
and abilities.

(e) Tactical response drills, force-on-force
exercises, and associated contingency re-
sponse training shall be conducted under
conditions that simulate, as closely as prac-
ticable, the site-specific conditions under
which each member will, or may be, required
to perform assigned duties and responsibil-
ities.

(f) The scope of tactical response drills
conducted for training purposes shall be de-
termined by the licensee and must address
site-specific, individual or programmatic ele-
ments, and may be limited to specific por-
tions of the site protective strategy.

(g) Each tactical response drill and force-
on-force exercise shall include a documented
post-exercise critique in which participants
identify failures, deficiencies or other find-
ings in performance, plans, equipment or
strategies.

(h) Licensees shall document scenarios and
participants for all tactical response drills
and annual force-on-force exercises con-
ducted.

(i) Findings, deficiencies and failures iden-
tified during tactical response drills and
force-on-force exercises that adversely affect
or decrease the effectiveness of the protec-
tive strategy and physical protection pro-
gram shall be entered into the licensee’s cor-
rective action program to ensure that timely
corrections are made to the appropriate pro-
gram areas.

(j) Findings, deficiencies and failures asso-
ciated with the onsite physical protection
program and protective strategy shall be
protected as necessary in accordance with
the requirements of 10 CFR 73.21.

(k) For the purpose of tactical response
drills and force-on-force exercises, licensees
shall:
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(1) Use no more than the total number of
armed responders and armed security offi-
cers documented in the security plans.

(2) Minimize the number and effects of ar-
tificialities associated with tactical response
drills and force-on-force exercises.

(3) Implement the use of systems or meth-
odologies that simulate the realities of
armed engagement through visual and audi-
ble means, and reflect the capabilities of
armed personnel to neutralize a target
though the use of firearms.

(4) Ensure that each scenario used provides
a credible, realistic challenge to the protec-
tive strategy and the capabilities of the se-
curity response organization.

(1) The Performance Evaluation Program
must be designed to ensure that:

(1) Each member of each shift who is as-
signed duties and responsibilities required to
implement the safeguards contingency plan
and licensee protective strategy participates
in at least one (1) tactical response drill on
a quarterly basis and one (1) force-on-force
exercise on an annual basis. Force-on-force
exercises conducted to satisfy the NRC tri-
ennial evaluation requirement can be used to
satisfy the annual force-on-force require-
ment for the personnel that participate in
the capacity of the security response organi-
zation.

(2) The mock adversary force replicates, as
closely as possible, adversary characteristics
and capabilities of the design basis threat de-
scribed in 10 CFR 73.1(a)(1), and is capable of
exploiting and challenging the licensees pro-
tective strategy, personnel, command and
control, and implementing procedures.

(3) Protective strategies can be evaluated
and challenged through the conduct of tac-
tical response tabletop demonstrations.

(4) Drill and exercise controllers are
trained and qualified to ensure that each
controller has the requisite knowledge and
experience to control and evaluate exercises.

(5) Tactical response drills and force-on-
force exercises are conducted safely and in
accordance with site safety plans.

(m) Scenarios.

(1) Licensees shall develop and document
multiple scenarios for use in conducting
quarterly tactical response drills and annual
force-on-force exercises.

(2) Licensee scenarios must be designed to
test and challenge any components or com-
bination of components, of the onsite phys-
ical protection program and protective strat-
egy.

(3) Each scenario must use a unique target
set or target sets, and varying combinations
of adversary equipment, strategies, and tac-
tics, to ensure that the combination of all
scenarios challenges every component of the
onsite physical protection program and pro-
tective strategy to include, but not limited
to, equipment, implementing procedures,
and personnel.

10 CFR Ch. | (1-1-12 Edition)

D. Duty Qualification and Requalification

1. Qualification demonstration.

(a) Armed and unarmed individuals shall
demonstrate the required knowledge, skills,
and abilities to carry out assigned duties and
responsibilities as stated in the Commission-
approved security plans, licensee protective
strategy, and implementing procedures.

(b) This demonstration must include writ-
ten exams and hands-on performance dem-
onstrations.

(1) Written Exams. The written exams
must include those elements listed in the
Commission-approved training and qualifica-
tion plan and shall require a minimum score
of 80 percent to demonstrate an acceptable
understanding of assigned duties and respon-
sibilities, to include the recognition of po-
tential tampering involving both safety and
security equipment and systems.

(2) Hands-on Performance Demonstrations.
Armed and unarmed individuals shall dem-
onstrate hands-on performance for assigned
duties and responsibilities by performing a
practical hands-on demonstration for re-
quired tasks. The hands-on demonstration
must ensure that theory and associated
learning objectives for each required task
are considered and each individual dem-
onstrates the knowledge, skills, and abilities
required to effectively perform the task.

(3) Annual Written Exam. Armed individ-
uals shall be administered an annual written
exam that demonstrates the required knowl-
edge, skills, and abilities to carry out as-
signed duties and responsibilities as an
armed member of the security organization.
The annual written exam must include those
elements listed in the Commission-approved
training and qualification plan and shall re-
quire a minimum score of 80 percent to dem-
onstrate an acceptable understanding of as-
signed duties and responsibilities.

(c) Upon request by an authorized rep-
resentative of the Commission, any indi-
vidual assigned to perform any security-re-
lated duty or responsibility shall dem-
onstrate the required knowledge, skills, and
abilities for each assigned duty and responsi-
bility, as stated in the Commission-approved
security plans, licensee protective strategy,
or implementing procedures.

2. Requalification.

(a) Armed and unarmed individuals shall
be requalified at least annually in accord-
ance with the requirements of this appendix
and the Commission-approved training and
qualification plan.

(b) The results of requalification must be
documented by a qualified training instruc-
tor and attested by a security supervisor.

E. Weapons Training

1. General firearms training.
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(a) Armed members of the security organi-
zation shall be trained and qualified in ac-
cordance with the requirements of this ap-
pendix and the Commission-approved train-
ing and qualification plan.

(b) Firearms instructors.

(1) Each armed member of the security or-
ganization shall be trained and qualified by a
certified firearms instructor for the use and
maintenance of each assigned weapon to in-
clude but not limited to, marksmanship, as-
sembly, disassembly, cleaning, storage, han-
dling, clearing, loading, unloading, and re-
loading, for each assigned weapon.

(2) Firearms instructors shall be certified
from a national or state recognized entity.

(3) Certification must specify the weapon
or weapon type(s) for which the instructor is
qualified to teach.

(4) Firearms instructors shall be recer-
tified in accordance with the standards rec-
ognized by the certifying national or state
entity, but in no case shall recertification
exceed three (3) years.

(c) Annual firearms familiarization. The li-
censee shall conduct annual firearms famil-
iarization training in accordance with the
Commission-approved training and qualifica-
tion plan.

(d) The Commission-approved training and
qualification plan shall include, but is not
limited to, the following areas:

(1) Mechanical assembly, disassembly,
weapons capabilities and fundamentals of
marksmanship.

(2) Weapons cleaning and storage.

(3) Combat firing, day and night.

(4) Safe weapons handling.

(5) Clearing, loading, unloading, and re-
loading.

(6) Firing under stress.

(7) Zeroing duty weapon(s) and weapons
sighting adjustments.

(8) Target identification and engagement.

(9) Weapon malfunctions.

(10) Cover and concealment.

(11) Weapon familiarization.

(e) The licensee shall ensure that each
armed member of the security organization
is instructed on the use of deadly force as au-
thorized by applicable state law.

(f) Armed members of the security organi-
zation shall participate in weapons range ac-
tivities on a nominal four (4) month perio-
dicity. Performance may be conducted up to
five (5) weeks before, to five (5) weeks after,
the scheduled date. The next scheduled date
must be four (4) months from the originally
scheduled date.

F. Weapons Qualification and Requalifica-
tion Program

1. General weapons qualification require-
ments.

(a) Qualification firing must be accom-
plished in accordance with Commission re-
quirements and the Commission-approved
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training and qualification plan for assigned
weapons.

(b) The results of weapons qualification
and requalification must be documented and
retained as a record.

2. Tactical weapons qualification. The 1i-
censee Training and Qualification Plan must
describe the firearms used, the firearms
qualification program, and other tactical
training required to implement the Commis-
sion-approved security plans, licensee pro-
tective strategy, and implementing proce-
dures. Licensee developed tactical qualifica-
tion and re-qualification courses must de-
scribe the performance criteria needed to in-
clude the site specific conditions (such as
lighting, elevation, fields-of-fire) under
which assigned personnel shall be required to
carry-out their assigned duties.

3. Firearms qualification courses. The li-
censee shall conduct the following qualifica-
tion courses for each weapon used.

(a) Annual daylight qualification course.
Qualifying score must be an accumulated
total of 70 percent with handgun and shot-
gun, and 80 percent with semiautomatic rifle
and/or enhanced weapons, of the maximum
obtainable target score.

(b) Annual night fire qualification course.
Qualifying score must be an accumulated
total of 70 percent with handgun and shot-
gun, and 80 percent with semiautomatic rifle
and/or enhanced weapons, of the maximum
obtainable target score.

(c) Annual tactical qualification course.
Qualifying score must be an accumulated
total of 80 percent of the maximum obtain-
able score.

4. Courses of fire.

(a) Handgun. Armed members of the secu-
rity organization, assigned duties and re-
sponsibilities involving the use of a revolver
or semiautomatic pistol shall qualify in ac-
cordance with standards established by a law
enforcement course, or an equivalent nation-
ally recognized course.

(b) Semiautomatic rifle. Armed members
of the security organization, assigned duties
and responsibilities involving the use of a
semiautomatic rifle shall qualify in accord-
ance with the standards established by a law
enforcement course, or an equivalent nation-
ally recognized course.

(c) Shotgun. Armed members of the secu-
rity organization, assigned duties and re-
sponsibilities involving the use of a shotgun
shall qualify in accordance with standards
established by a law enforcement course, or
an equivalent nationally recognized course.

(d) Enhanced weapons. Armed members of
the security organization, assigned duties
and responsibilities involving the use of any
weapon or weapons not described previously
shall qualify in accordance with applicable
standards established by a law enforcement
course or an equivalent nationally recog-
nized course for these weapons.

559



Pt. 73, App. C

5. Firearms requalification.

(a) Armed members of the security organi-
zation shall be re-qualified for each assigned
weapon at least annually in accordance with
Commission requirements and the Commis-
sion-approved training and qualification
plan, and the results documented and re-
tained as a record.

(b) Firearms requalification must be con-
ducted using the courses of fire outlined in
paragraphs F.2, F.3, and F.4 of this section.

G. Weapons, Personal Equipment and
Maintenance

1. Weapons. The licensee shall provide
armed personnel with weapons that are capa-
ble of performing the function stated in the
Commission-approved security plans, li-
censee protective strategy, and imple-
menting procedures.

2. Personal equipment.

(a) The licensee shall ensure that each in-
dividual is equipped or has ready access to
all personal equipment or devices required
for the effective implementation of the Com-
mission-approved security plans, licensee
protective strategy, and implementing pro-
cedures.

(b) The licensee shall provide armed secu-
rity personnel, required for the effective im-
plementation of the Commission-approved
Safeguards Contingency Plan and imple-
menting procedures, at a minimum, but is
not limited to, the following:

(1) Gas mask, full face.

(2) Body armor (bullet-resistant vest).

(3) Ammunition/equipment belt.

(4) Two-way portable radios, 2 channels
minimum, 1 operating and 1 emergency.

(c) Based upon the licensee protective
strategy and the specific duties and respon-
sibilities assigned to each individual, the li-
censee should provide, as appropriate, but is
not limited to, the following.

(1) Flashlights and batteries.

(2) Baton or other non-lethal weapons.

(3) Handcuffs.

(4) Binoculars.

(5) Night vision aids (e.g., goggles, weapons
sights).

(6) Hand-fired illumination flares or equiv-
alent.

(7) Duress alarms.

3. Maintenance.

(a) Firearms maintenance program. Each
licensee shall implement a firearms mainte-
nance and accountability program in accord-
ance with the Commission regulations and
the Commission-approved training and quali-
fication plan. The program must include:

(1) Semiannual test firing for accuracy and
functionality.

(2) Firearms maintenance procedures that
include cleaning schedules and cleaning re-
quirements.

(3) Program activity documentation.

(4) Control and accountability (weapons
and ammunition).
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(b) Firearm storage requirements.

(6) Armorer certification.

H. Records

1. The licensee shall retain all reports,
records, or other documentation required by
this appendix in accordance with the require-
ments of §73.55(r).

2. The licensee shall retain each individ-
ual’s initial qualification record for three (3)
years after termination of the individual’s
employment and shall retain each re-quali-
fication record for three (3) years after it is
superseded.

3. The licensee shall document data and
test results from each individual’s suit-
ability, physical, and psychological quali-
fication and shall retain this documentation
as a record for three (3) years from the date
of obtaining and recording these results.

I. Reviews

The licensee shall review the Commission-
approved training and qualification program
in accordance with the requirements of
§73.55(n).

J. Definitions

Terms defined in parts 50, 70, and 73 of this
chapter have the same meaning when used in
this appendix.

[43 FR 37426, Aug. 23, 1978, as amended at 46
FR 2026, Jan. 8, 1981; 53 FR 405, Jan. 7, 1988;
53 FR 19261, May 27, 1988; 57 FR 33432, July 29,
1992; 57 FR 61787, Dec. 29, 1992; 59 FR 50689,
Oct. 5, 1994; 74 FR 13987, Mar. 27, 2009]

APPENDIX C TO PART T3—NUCLEAR
POWER PLANT SAFEGUARDS CONTIN-
GENCY PLANS

I. SAFEGUARDS CONTINGENCY PLAN

Licensee, applicants, and certificate hold-
ers, with the exception of those who are sub-
ject to the requirements of §73.55 shall com-
ply with the requirements of this section.

INTRODUCTION

A licensee safeguards contingency plan is a
documented plan to give guidance to licensee
personnel in order to accomplish specific de-
fined objectives in the event of threats,
thefts, or radiological sabotage relating to
special nuclear material or nuclear facilities
licensed under the Atomic Energy Act of
1954, as amended. An acceptable safeguards
contingency plan must contain:

(1) A predetermined set of decisions and ac-
tions to satisfy stated objectives;

(2) An identification of the data, criteria,
procedures, and mechanisms necessary to ef-
ficiently implement the decisions; and

(3) A stipulation of the individual, group,
or organizational entity responsible for each
decision and action.

The goals of licensee safeguards contin-
gency plans for responding to threats, thefts,
and radiological sabotage are:
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Wallis, Keri

From:
Sent:
To:
Subject:

Importance:

nancy field <nefield@seanet.com>

Thursday, October 04, 2012 2:14 PM

Office State Actuary, WA

PERS1 COLA Dilemma and Proposed Solution

High

Nancy Field & Michael Sivia
5766 64th Avenue NE
Seattle WA 98105

October 1, 2012

Senator Steve Conway, Chair
Representative Barbara Bailey, Vice Chair
Select Committee on Pension Policy

Dear Senator Conway and Representative Bailey,

| am writing on behalf of my husband and other PERS1 members who have not yet retired. We find ourselves in a “catch-22”
with regard to a COLA election that is required at the time of retirement. Since time is of the essence, | would like your help to
draft a proposed solution during October and to forward it to those in the Washington legislature who can solve the problem
during the upcoming session.

My husband, Mike Sivia, is a 24-year member of PERS1. He turns 66 this November and is still employed full time. Heis
considering retiring in the next 10- 20 months and we are doing the calculations required to build our retirement financial plan.

In our decision-making about Social Security benefits, we realized we needed to understand the PERS1 COLA choices available
to us and calculate the cost/benefit ratio for any we must purchase ourselves. We only recently realized that some of our
PERS1 retirement benefits had been retracted by the legislature and that the matter is before the courts. Our problem stems
from the fact the matter may not be resolved before Mike makes his decision to retire.

As you may be aware, PERS1 used to have two “COLA’s.” The Uniform COLA was an integral part of the PERS1 retirement
benefits and required no extra payment by the retiree. The Optional COLA was offered to PERS1 participants at the time of
retirement. If the participant elected the Optional COLA and agreed to purchase it via permanently lowered benefits for life,
then the retiree/beneficiary would essentially have two COLA’s, one on top of the other.

While the legislature’s withdrawal of the Uniform COLA from PERS1 benefits is argued in court, PERS1 participants who retire
between now and the resolution of the case will not know whether their Uniform COLA will be re-instated by the courts or

not. But, the law currently requires the PERS1 participant to make the decision whether or not to elect and agree to pay for the
Optional COLA at the time of retirement. It is an irrevocable lifetime decision.

Though we are still running the numbers, we are inclined to want a COLA. At least one of us may live well into our 90’s and it
will be an important source of income we want to count on being there. But, when we make our decision about purchasing the
Optional COLA, we cannot know if we have lost the Uniform COLA or if it will be re-instated.

We would like to have one COLA but probably do not need two. And, ideally the one COLA would be the Uniform COLA for
which we need not pay extra money. If we elect the Optional COLA and later the Uniform COLA is re-instated, our investment
in having that other COLA may not have been a very good one.

We would like the law to be amended to allow for reversal of Optional COLA decisions by PERS1 retirees at the time that the
Optional COLA is confirmed in the courts as either withdrawn from our PERS1 benefits or is re-instated.

Will you please ask your staff to draft language that addresses this issue in as narrow a form as possible to help those of us
affected by it? Itis our understanding that such a change will have no impact on the state or pension budget but only on those
of our households. Such a change would be helpful to many and popular with all who understand it.



Thanks very much for your consideration,

Nancy Field
Michael Sivia, PERS1 participant
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