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Overview of System

Washington State Patrol
Washington Military Department

Washington National Guard
County Sheriffs Offices
Municipal Police Departments
Joint Task Forces / FBI

US Military Installations



Washington State Patrol

Statewide agency directly answering to the
Governor.

Around |l personnel (Il with Badge
Numbers) in 2014.

Eight Districts, each comprising a set of
counties.

Rapid concentration of officers for protests /
strikes anywhere statewide.



WSP has several layers:

Intelligence Analysis,
Fusion Liaison Officers,
Rapid Deployment Forces,

Rank Structure
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Functional Diagram of some parts
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It’s often easy to spot plain clothes police at demonstrations by || G



Police are never neutral at protests

Pro-War Protesters




WSP Districts
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101 ) 32 7 >

e

| ( 127
101 - S
I

12 :
! J ( v /;
~ 7 97 »
7 ! 2007
Highways Of Statewide Significance

— HSS Routes A
N

14

HSS Ferry Routes




Intelligence (WSP + others)

Washington State Fusion Center at | NG
Ave, Seattle WA co-located with the FBI.

Regional Intelligence Groups (nine areas)

Partnership in Western States Information
Network (WSIN)

Partnership with FBI Joint Terrorism Task
Forces in Everett, Seattle, Tacoma, Spokane

Fusion Liaison Officers in various local
agencies — including corporations.



Washington State Fusion Center




WSFC Organization in 2012

WSFC Structure
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WSFC Organization in 2014
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WSFC Organization in 2014 (cont)
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WSFC in its larger context
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SAR: Suspicious Activity Reports

WSFC’s main job is to centrally evaluate “SAR” —
Suspicious Activity Reports — from individual agencies
statewide, and prepare evaluations of likely threats to
known planned events such as presidential visits,
conferences, planned protests, etc.

“Suspicious Activity” Defined:
Suspicious activity is observed behavior that may be

indicative of intelligence gathering or preoperational
planning related to terrorism or other criminal activity.

The focus is on behavior.”
This is why photographers get checked out.



Database of SARs circa 2010

Sent: Monday, August 23, 2010 11:12 AM
To
Cc: I
Subject: RE: a few tech questions on FCS and Shared Space integration

Let me take a crack at most of these questions. |JJijiump in and clarify if necessary or add more input.

1. At the WSFC, the SVT has assumed the role of the legacy system. SARs are entered directly into the SVT using a provided GUIL. Within the SVT, the SARs are
vetted and certain SARs are flagged by the analysts for uploading to the NSI Shared Space database. This upload process is completed nightly but could be set
to any update interval. The source code for the SVT can be provided upon request from the WSFC.

2. The NSI Shared Space database is totally refreshed on a periodic basis —H. In the case of WSFC, all SARS stored in the that are flagged for
the are pushed to a staging area on the” ere an routine is executed that wipes out the existing database, creates a
new database and then loads the database from the staging area. Ihisis done so that the SARs stored in the Shared Space replicate those same SARs in the
legacy database ( in this case the SVT). If changes were made to SARs in the SVT, those changes would be reflected in the NSI after the next refresh cycle. The
decision on the “smash and replace” or as some sites say “flush and fill”, was made to eliminate the risk of the legacy and—lgetting out of sync if

add, update and delete options were made. This keeps things simple and the only weakness is a temporary NSI database latency. It's also important to note
that we are not talking about a lot of SARs here. Most FCs today have less than 100 SARs in their NSI DB.

3. We do not provide a fixed schema for the extract format and leave that up to the agency. We can work with your team to discuss the various options here.

4. Most of the sites today provide an document or file containing the SARs records to be processed by the As part of each site’s deployment we go
thru a mapping drill to understand the inbound data and data values and then build th to match the input. In some cases we have set up a staging
database where the legacy system would in fact perform a replication from the source to the staging area. Then the ETL performs as before.

5. Right now, access to the}}}}} I (co'lectively) is only permitted from the ||l via 2 secure VPN.

6. Not at this time. The— other activities such populating audit logs and transaction counts that can be accessed by the JJjjjj site- While this
could be handled by the legacy system, we prefer to maintain control over this function at the || NN



Hiding Fusion Reports online

From:
Sent: Tuesday, November 09, 2010 08:38 AM

To S \'5F)

Cc:
Subject: Intelligence Reports

.nd I would like to suggest a change in how you distribute Intelligence Reports from the Fusion Center.

The regional SharePoint has the capability to automatically take reports you email and post them to a folder in SharePoint. This provides a way to store
documents in one location accessible by all. Also, each individual authorized to read documents in the folder can configure SharePoint to notify them by
email when a document has been posted.

If you are interested_s willing to discuss the details.

Planning Coordinator
Seattle Police Department
Office of Emergency Management

Seattle, WA 98104




Not all of WSFC are WSP positions
— some are contractors:

Intel Analysts
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Overlap with US Military - analysts

2.1 - I

Background: a professional intelligence analyst with
over five years of military intelligence experience encompassing regional
fusion analyses including support to wartime operations in Iraq as well as
direct analytical support to over 100 strategic interrogations of high-value
human intelligence targets as a senior intelligence analyst with Joint
Task Force Guantanamo Bay-Cuba. She has progressive experience in
intelligence positions ranging from a supervisor of human intelligence
collection operations to lead intelligence analyst in a fusion analysis
section. She assisted in the creation and facilitation of an Intelligence
Information Upload Project with US Southern Command. This effort
proved critical to the management and archive storage of all information
related to detainees at Guantanamo Bay-Cuba. She possesses comprehensive knowledge of
Defense Department and Intelligence Community organizations, missions and functions. Her
experience has proven invaluable in providing her with context in understanding and working
with the inter-relationship maze associated with national and Defense Department intelligence
agencies.

Summary:

« Formal education: slated to complete BA in Intelligence Studies with a focus on
Terrorism in summer 2009; currently maintaining 4.0 GPA

« National security work experience: over five years in intelligence with positions in
tactical and national level organizations including as an intelligence analyst supporting
US Special Operations in Iraq in 2004-2005; experience as lead intelligence liaison with
federal law enforcement agencies, major military commands, international committees,
and other government agencies

» Specialized intelligence analysis training. graduate of US Army Counter-intelligence
Special Agent course and Joint Interrogation certification course; completed US Army
Intelligence Support in Counter-Terrorism course and US Army basic intelligence analyst
course

« Microsoft Office software proficiency. over five years daily proficiency in substance,
organization, style and correctness in all forms of written communicatlon developed
through Microsoft Office suite applications



Analysts often come from US Military

Intelligence practices and training

Background: _is an intelligence analyst with over

four years of US Army miilitary intelligence experience and training; with
fifteen months operational experience in support of Operation Iragi
Freedom as a member of Third Stryker Brigade Second Infantry
Division's brigade level intelligence team based out of Fort Lewis,
Washington. She will graduate with high honors and receive an
Associate in Arts and Sciences degree next month, with concentrations
in writing intensive and multicultural investigative courses. She has
received military training from the Department of Defense in intelligence
analysis and mobile warning analysis. She has completed programs in
security management and is a graduate of the US Army Counter-Intelligence course.

Summary:

e Formal education: AAS — Dec 2008 (elements of Asian Language and Culture,
intensive writing, and mathematical reasoning)
National security work experience: over four years in US Army Intelligence
Specialized intelligence analysis training. completed intelligence training such as the
Mobile Warning Analysis Course from the Joint Military Inteiligence Training Center and
US Army Counter-Intelligence course

« Microsoft Office software proficiency. over four years daily proficiency in substance,
organization, style and correctness in all forms of written communication developed
through Microsoft Office suite applications



Lead Analyst at WSFC:

3.2.1 -

Our intelligence analyst-lead service is a strong and visionary leader. Our approach is to have
our senior intelligence analyst lead by doing, coaching, teaching and mentoring. He has a
proven track record for transformational leadership—motivating a team to be efficient and
effective in an emerging and challenging environment.

Background:-is a professional senior intelligence analyst
and intelligence supervisor with over twenty years of US Army military
intelligence experience and training; with over four years as a counter
intelligence specialist overseas and in support of First Corps’
intelligence staff at Fort Lewis, Washington. He possesses a BA in
Political Science and is a Distinguished Graduate of the US Army's
Basic Intelligence, Counter-Intelligence, and Advanced Intelligence
Analysis and Operations courses. He has received advanced military
training as a strategic counter-intelligence officer and is a graduate of
several Department of Defense strategic operations and plans course
He has completed extensive special training programs in security
management, interviewing and interrogation, terrorism and counter-terrorism. At Fort Lewis, he
supervised a large group of intelligence analysts handling a myriad of complex issues and
provided expert input to First Corps' intelligence program management and policy decisions.

He planned and directed intelligence analytical activities to support First Corps’ mission and
work priorities. He determined goals and objectives, prepared short and long-range work plans
and schedules. He assisted the First Corps’ senior intelligence staff officer and military brigade
commander by identifying, prioritizing and establishing deadlines of work to be completed by
subordinate intelligence analysts. He provided direction and guidance to analysts in resolving
issues and other problems encountered during assigned projects. He reviewed intelligence
reports, daily briefs and periodic assessments for relevance, significance, validity and potential
applications to countering terrorism acts and organized crimes against Fort Lewis, First Corps
and Defense Department jurisdictions, critical infrastructure, services and the Army community
at large. In this capacity, he supported the Army’s chain of command in developing First Corps’
intelligence policies and procedures to accomplish necessary improvements for enhancing
routine or highly specialized intelligence work performance requirements.



Reserves also link WSFC to Military

Our intelligence analyst-lead service is a strong and visionary leader. Our approach is to have
our senior intelligence analyst lead by doing, coaching, teaching and mentoring. He has a
proven track record for transformational leadership—motivating a team to be efficient and
effective in an emerging and challenging environment.

Battalion Commander [Lieutenant Colonel (LTC), Military Intelligence (Mi)], -Mllltary
Intelligence Battalion (US Army Reserve), | IIIE 07 - Present

H:ommands a Reserve Component Military Intelligence Battalion. He is responsible
or providing combat-ready multi-discipline intelligence collection and counterintelligence

support for operational and tactical military operations. He is responsible for mission execution,
training, personnel and logistics readiness of four subordinate companies; ensures soldiers and
units are maintained at a high state of readiness and prepared for world-wide deployments in
support of the nation's effort to fight terrorism. He also coordinates specialized mission-related
training opportunities for.intelligence personnel to increase their understanding of intelligence
operations, processes and systems. Ultimately, he is responsible for the morale, welfare, and
professional development of all assigned and attached soldiers. He maintains liaison with
active component and reserve component Army organizations, and joint and national
intelligence agencies. Further, he develops and maintains community-based relations
programs.



Contractors aren’t cheap

4.1 - Identification of Costs

Hourly rate for criminal intelligence analyst services:

Analyst

Initial — 9/30/09 | 10/1/09 — 9/30/10 | 10/1/10-9/30/11_| 10/1/11-8/30/12
$50 $52 $54 $56
$50 $52 $54 $56
$50 $52 $54 556
348 $50 $52 $54
348 $50 $52 54

Hourly rate for criminal intelligence analyst-lead service:

10/1/09 — 9/30/10

10/1/10-9/30M11

10/1/11-9/30/12

‘ Lead Analyst

Initial — 9/30/09

$60

$63

$66

$69




Contractor Master / Data Architect

MS, Project Management
Adjunct Professor, Criminal Justice

Building/Room:

Office: (206)

2009 - Present Seattle University, Department of Criminal Justice
Adjunct Professor, Intelligence Analysis in Criminal Justice

2006 — Present Seattle Police Department (SPD) Seattle, WA
Senior Intelligence Analyst — Strategic Advisor

* “Designed, developed and tested a cross-jurisdictional information
sharing environment pilot project to align, leverage existing information
sharing policies, business processes, technologies and systems; adopted
by Washington State Fusion Center in 2008 “

* “Promoted to Strategic Advisor executive level; charged with dual
responsibility as senior intelligence analyst for the Washington State
Fusion Center”

* “Awarded $1.5 million contract in January 2009 with Washington State
Patrol to provide one lead analyst, three intelligence analysts for the
Washington State Fusion Center .”

Mobile: (253) G

Name

Mailing Address

Physical Address

Telephone Number
E-Mail Address

SSN
uBl
Consuitant Status

Federal ID Number or

- oo <o

Puyallup, Washington 98373

Sole Proprietorship

Operational Applications Incorporated is proud to identify the company employees proposed for

work as criminal intelligence analysts

Criminal Intelligence Analyst-Lead Service
Criminal Intelligence Analyst
Criminal intelligence Analyst
Criminal Intelligence Analyst
Criminal Intelligence Analyst
Criminal Intelligence Analyst




Some WSFC are WSP employees

lPosition Name Organization Description Badge
6057 ISB - HSD - Reg1 FOB - Dist 1 - East Pierce

0750

6153 ISB- HSD - Regl —OCIU

6643 ISB - HSD - Reg1 —OCIU

6649 ISB - HSD - Reg1 — OCIU

6655 ISB - HSD - Reg1 — OCIU

7247 ISB - HSD - Reg1 Brem VATS- D 53

6772 ISB—HSD —UNKNOWN DETECTIVEPOSITION

7271 ISB - HSD - Reg 2 Seattle Video-D 64 BOMBSQUAD CMDR

From 2013 BudgetRequest, 2014 TAS Database



Most WSFC are Fusion Liaison Officers

FLO NEWSLETTER Volume 2, Issue 9 Page 5

Administrative Notes

* As FLOs, you will be nominated and validated for access to the— Information

Network- Some of you have already accessed- while some of you may be going through
the process to gain access to[jlj— remember, “Patience is a Virtue!” If you are having any

difficulty accessing- please notify the WSFC webmaster at ||}  Q8ENESS

* When you submit a Suspicious Activity Report (SAR), or Tip and Lead (T/L) to the WSFC Intake

_please identify yourself as a FLO 1n the subject line.

* We value your feedback, and want to hear from you. Whether it be with respect to online courses we
suggest, recommendations for traimning in the future, or the contents of the FLO Newsletter, your mput

1s important as we continue to strive to improve the FLO program. Send your feedback to:

I .5+



Fusion Liaison Officers

* The Fusion Liaison Officer (FLO) program is the development and
coordination of a statewide network of representatives from local,
regional, or tribal law enforcement, fire service, emergency
management, and critical infrastructure Sectors. The FLO program
serves as an integral component of the Statewide Integrated
Intelligence System (SIIS) and provides the mechanism to gather
and analyze information, and share actionable intelligence.

 The network of trained and certified FLOs ensures that vital
disciplines are incorporated into the fusion process by serving
as the conduit through which homeland security and crime
related information flows to the WSFC, Regional Intelligence
Groups (RIGs), and/or local law enforcement for assessment,
analysis, and follow-up.

® - SOURCE: Puget Sound Regional Catastrophic Disaster Coordination Plan, October 2012



FLO Coordinators (Feb2012)

® FLO Coordinator:

®  Regional Intelligence Group (RIG) FLO Coordinators are as follows:

RIG lz_ms been reassigned and, until his successor 1s 11'.-uned_\vi11 be the acting sergeant

and FLO point of contact for Region 1.

KCRCIG | <221 Incc! Unit

South Sound Regional Intel Group
RIG 9: _ Analyst Supervisor/ Spokane County Sheriff’s Office (Planning, Research and Analysis Unit)

work [N -




FLOs retire into CIKR Industry
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From:

Bankof America. =..™=

/\\
/// Subject: Puget Sound Anarchists upcoming events -- Seattle and Olympia

| HAVE FOUND SOME VERY INTERESTING UPCOMING EVENTS ON THE WEBSITE LISTED AT THE BOTTOM OF THE PAGE.
| HAVE INCLUDED A SEATTLE PD, A KING COUNTY METRO CONTACT AS WELL AS A WASHINGTON STATE PATROL

conTACT - - 1+ CAPITOL CAMPUS IN OLYMPIA.

AN YOUR TEAM DRILL DOWN ON SOME OF THESE EVENTS — | AM SPECIFICALLY CONCERNED ABOUT THE TWO
EVENTS ON FRIDAY 3/15/13 AND THE ONE IN OLYMPIA --
WE HAVE 20+ ASSETS CLOSE TO ALL OF THESE EVENTS.

International Day Against Police Brutality

194 reads
Event Date:
Friday, March 15, 2013 - 3:00pm

On Friday, March 15th, we will be rallying and marching in protest against the police in Seattle, WA. The schedule is as
follows...



B O

From: .

Thursday, March 14, 2013 10:06 AM

Ce: |

Subject: Sharing of Intel on Anarchists

| received your name, title and email from a receptionist at the main number for Olympia PD.

My name i:—_l have attached my_"\."v'SP resume below) so you will know that | am

who | say | am!

The bank is quite concerned about the May Day events and Anarchists in the Pacific NW.

| recently attended some training sponsored by the Oregon Fusion Center on Domestic Terrorists and was told that your
city Chief was an expert on them — don’t think | need to go that high to get some help getting well ahead of any
info/tactics that you have intel on relating to the Anarchists upcoming events.

If you could call me or email me that would be great — 1 am well aware of Public Disclosure issues so if you would rather
meet in person | am more than willing to meet in Olympia and meet at your office or over coffee.
Please let me know how we can share info and work together on being the most prepared as we can.



FLO (cont)

_joins the team after spending 25 years in the Washington
State Patrol (WSP). She recently retired at the rank of Sergeant, leading a 10
member unit of line troopers in the busiest area of King County. In her career

-also served the WSP as a fraud detective, auto theft detective, technical
collision investigator, field training officer and line trooper. In her ten years as a
fraud dctcctivc-.vas a founding member of a federal social security disability
fraud taskforce unit based in Seattle. The taskforce’s complex investigations
netted on average $1 million per month in fraudulent claims and lost federal
funds, and won numerous national awards. -J|SO lead an undercover unit
that focused on out-of-state license fraud, resulting in the recovery of millions of

dollars of state revenue. As an auto theft dctcctivc-uad undercover operations netting hundreds of thousands of
dollars in recoveries. She was the lead detective on a case that led to the felon receiving the longest state sentence ever
for RICO violations, for this she received a national honor for her work - Investigator of the Year. [Jjjjjhas also been
honored with the Governor’s Lifesaving Award for heroic actions in saving the lives of five motorists, and a King County
Lifesaving Award for helping save the lives of three police detectives gunned down in a shooting spree-has
extensive training in executive protection, open sources, financial fraud and criminal statistics. She is a subject matter
expert and sought-after speaker on identity theft, complex fraud investigations and policing leadership. She is a
graduate of Central Washington University with a degree in Criminal Justice JIIIi|l sit in Seattle and have analytical
responsibilities over the Protective Services West Region, specifically focusing on operational intelligence. She will also
act within an Executive Protection capacity, serving as the Seattle Market Manager.



B Social Media Trolls

From:

Sent: Monday, Septembeg 23 20123 10-11 AM
To: I

Subject: RE: Anarchists marching 11/5/13 in Olympia

wanted to introduce myself to you — Welcome to the wonderful rank of Sgt.

| retired 10/11/12 (how cute is that -! I) that way | will always remember it!
was a D2 Sgt for 6 years and retired with 25+ years of service -dadf-WJS oy

classmate.

| am not the Operational Criminal Intel Analyst fo r_

also am the NW Executive Protection Market Manager.

From time to time | will see items that | believe will be of use to my friends at WSP — especially
during session. May Day | will pick your brain for intel and | will give you a lot also —the Public-
Private Partnership worked great last year and hopefully being ahead of the Anarchists will protect

all of you from protests/arrests/injury.

If you find any intel on Anarchists or Occupy Protesters please let me know — | will most likely find

s not what the WSP does best - _JS a team of.

people and that's all they do all day and then pass it to us around the country!!

it first as

Vice President; Global Corporate Security

Senior US Crime & Intelligence Analyst — West Region

) ate 0 orthwest Marke lanacer



I for Sharing SARs from FLOs

* The Il platform is SharePoint based. designed for collaboration. While these COT’s are the
primary mechanism for the WSEC to share information, their real strength comes as all members
contribute information, best practices. and lessons learned with community members.. We strongly
encourage all of our partners to take the time to share relevant information by posting to these
COI's. With strong emphasis on two-way sharing, this platform can significantly help everyone in
their mission and protect lives and property in Washington State.

* In addition to sharing information with partners across disciplines, critical sectors, and the State of
Washington, members may also request access to other COI’s from around the nation and gain
access to additional tools which facilitate information sharing. These additional tools are provided
tfree of charge and can be used by all members.

* One of the primary tools is_s based on Adobe connect and 1s a Web

based conferencing solution to host web meetings. These meetings can be accessed by non i i
members as well as members. The web conference services includes full audio and video streaming
as well as the ability to present information such as documents and PowerPoint presentations. The
Connect sessions can also be sent to a variety of handheld devices such as Android and 10S phones.



WSFC personnel and roles 2013

Director
Planning
Director
Captain IAD

Sergeant
Sergeant
Sergeant
Sergeant
Sergeant

Lead Analyst
Lead Analyst

Analyst
Analyst
Analyst
Analyst
Analyst
Analyst
Analyst
Analyst
Analyst

|< ‘ ||



WSFC personnel and roles 2013 (cont)

Analyst
Analyst
Analyst
Analyst
Analyst
Analyst
Analyst
Intake Analyst
FBI Analyst
TSA Rep
DHS Rep

Detective
Detective
Detective
Detective
Detective

Detective
Detective

Analyst
Office Manager

7]



Past Organized Crime Intelligence Unit
/ WSFC personnel

* Known or likely OCIU / WSFC Personnel paid by WSP

e (2012) Washington State Fusion Center |||} |} B NN
I (2013) Washington State Fusion Center (gone by 2014)

] (2011) Organized Crime Intelligence Unit - Spokane Area
I (2010) Organized Crime Intelligence Unit / Tacoma JTTF RETIRED

] (2012) Organized Crime Intelligence Unit
I (2012) Washington State Fusion Center — Interim Position
I (2012) Washington State Fusion Center — Seattle PD paid
] (2011) Spokane Area

] (2012) Thurston Narcotics Task Force ||} NN
] (2012) Washington State Fusion Center (Seattle || | | } NN
] (2012) Organized Crime Intelligence Unit
I (maiden namejl}) (2012) Washington State Fusion Center
I (2012) Washington State Fusion Center (Seattle) ||| | | N
I  (2012) Washington State Fusion Center (Seattle) || G
I 2007) Organized Crime Intelligence Unit

] (2011) Organized Crime Intelligence Unit Tacoma
I (2012) Organized Crime Intelligence Unit Seattle - Bomb Squad Commander
] (2012) Olympia Area Capitol Campus investigation, unit unclear

| (2012) Organized Crime Intelligence Unit - HIDTA
b (2010) Organized Crime Intelligence Unit — Former, went to work with DEA

I (2012) Organized Crime Intelligence Unit / WSFC Secretary — left for Fire Protection B.




Regional Intelligence Groups
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Figure 7 Regional Homeland Security Coordination Districts (RHSCD)24



RIG functions vary by area

Regional Intelligence Groups (RIGs)

Regional Intelligence Groups (RIGs) maximize the effectiveness
of the SIIS by establishing regional collaboration. Figure 3
provides a map of the Homeland Security Regions of Washington
State. RIGs are active in Regions 1, 5, 6, and 9 and each one
operates according to policies and procedures established by
themselves utilizing guidelines established by the Statewide
Integrated Intelligence System (SIIS) Plan.

The composition of each RIG may vary depending on the
communities they serve as do their organizational structures.
They all share the responsibility of receiving and distributing
critical information in a timely manner not only within their

regional footprint but also with the Fusion Center.
- SOURCE: Puget Sound Regional Catastrophic Disaster Coordination Plan, October 2012



Only Four Active RIGs 2012+

|

RIG1FC:

R

RIGI9FC:




Pierce County / RIG 5 / South Sound RIG

TACOMA /PIERCE COUNTY
REGIONAL INTELLIGENCE
UNIT

WEEKLY SUMMARY

Friday. February 15. 2013




South Sound Regional Intelligence
Group / RIG 5 circa 2005 - 2010

Redacted
Person in
TPD
Reglonal Inteiligence Homelana |
Qroup §/ $3RIO \

\_ Security
\.¥| Meesng
Minutes

Delective Sergeant
Flerce County Shenffs
Ofice

Approached for
Agreement

Worked together
In Monthly
meetings

— N—

Stopped Monthly meeting ™
Altendance afer working
with 32RIG

Detective
Tacoma Polce

Replaced by 7

Asg

Feb 2008

Email - LE Sensive Info RE: Tacoma
17th and G house and "HQ" location on
4 Ave In Qiympia. Upooming Antl
Pol .
@y et
Port intefigence
Works for Port Of Tacoma
|
|
L4

PORT 008516

Detecuve
Tacoma Police
Original 1o the unit




RIG5 o e—
To:
Sent: 12/30/2008 9:36:41 AM

CO O p e ra te S Subject: Are you still with the RIG (UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: NONE

Closely with -

® Are you still with the RIG, if so, I would like to get with you next

J o I n t B a s e week sometime to go over a few changes and address some evolving trends
we are seeing with our friends

Lewis

McChord
(2006-2010 data)

Fort Lewis Force Protection

ICE SurveI for FP Suiiort is at:



RIGS5 discusses infiltrators of SDS

From:

To:
Subject: Fwd: Re: A
Date: Tuesday, April 22, 2008 1:34:35 PM

I totally agree with [- On most operations or specific operations that should always be the case.
This particular event or as an example the SDS Conference at UPS last year, we made the decision that
their was little or no safety risk to the individual officer. We felt trying to insert-)fﬁcers would lead
to a greater risk of discovery/detection ther| I Ve have tried to reduce the threat rather
then increase it. Also, profile for these events also make it hard to find two that would be readily
accepted. I also had previous information on another event where they thought some one was a cop
and they only took down the plate. They did not approach the individual. This was a large event
openly advocating public involvement at a public venue. It was not a small group or closed/clandestine
meeting at a secure house or meeting place. as also given orders not to leave the event to
attend any such meeting. To avoid that threat.

We have had a lot of contact with these guys. They are not prone to violence at anything other then
planned events such as demonstrations. Things are changing, but direct confrontation will not be there
strong suit anytime soon.

However,_)oint is well taken.Jlllwas going to stop in at the n Thursday, as they
are having social gatherings all week leading up to the march on the Immigration Center on Sat. Again,
a public event but a much smaller group of people in a smaller venue. I apologize for my sloppiness in
the planning for his attendance at that event. I will act as his cover or illing may arrange
for it if he has manpower available. I will call [jjjjjfjto coordinate that.

I am open to all suggestions and always looking for improvement.



RIG5 / Tacoma PD Covert Video

Sierra Wireless-

The Cryptome file is especially useful for capabilities and connections of the system.



Strange User Name on Tacoma Police Cellular Phone Bills
Turns out to be a wireless / 4G network for surveillance cameras

Lariat or “Focus Blue” ad-hoc camera mesh network

Wireless Number Device ID SIM Device
Manufacturer Device Model Upgrade Eligibility Date NE2 Date Account_Number
Email_Address Cost_Center  User_Name IP Address Ip Category

Contract Activate Date Contract End Date

GX440 10/17/2013 No Date 42002298-00001
I o co:t Center _
Unrestricted 12/17/2012 12/17/2013
GX440 10/17/2013 No Date
I o Cost Center
Unrestricted 12/17/2012 12/17/2013

GX440 10/17/2013

Unrestricted  12/17/2012 12/17/2013

GX440 10/17/2013 No Date

I o cost Cente

Unrestricted 12/17/2012 12/17/2013




Tacoma Police Stingray Antennas




Tacoma Police HQ — Stingray home at




Fleet Services also home to RIG5
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Covert Pole

From:
To:
Ca
Subject: Re: Monthly RIG meseting
Date: Tuesday, September 18, 2007 7:40:23 AM

Both my analyst-|1d-ill be attendinq.-nd I are in a High voltage "Pole Camera Installation Class" this week.



SSRIG (RIG5) Structure is very broad
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Tacoma Police Special Investigations

From:

To:

Subject: Qaps

Date: Thursday, January 09, 2014 1:14:00 PM

Cops often run sex
offenders as snitches,

Tacoma Police Special Investigations Unit
Tacoma Police SWAT

_Street, Tacoma, WA 98409
Cell:

Probably not the same person...
the one who's a cop was born in
1979, not 1970. But the one on
the right showed up in activist
spaces in Olympia and asked key
guestions snitches would ask.

perhaps because they are
easy to control.

This individual has served the sentence imposed on him by the courts and has advised
the Thurston County Sheriff's Office that he will be living in the location below. This
notification is not intended to increase fear: rather, it is our belief that an informed public
is a safer public.

Name: (NN
Age: 43

Sex: Male

Height: 54"

Weight: 200 Ibs

Hair: Brown

Eyes: Hazel

Level of Offender: Il

Residence:

Synopsis: In 2001, Mr-led guilty in Thurston County Superior Court to one
count of Rape in the Second Degree. The conviction stems from Mr i at age 29,
sexually assaulting an unknown, disabled, young adult male.






RIG 1 — Everett

B Everett PO / UASI Northern Reg.  Everett, WA [N ERENENE

(attended the 2009 Domestic Terrorism Workshops in Spokane, WA)

I G- - Evere

. Regional Intelligence Group 1
RIG Meeting Location Change

Serving Island, Skagit, Snohomish, Whatcom and San Juan Counties

FOUO / UNCLASSIFIED

RIG1 Meetings 2015-01 April 1st 2015

NEW MEETING LOCATION

Due to the lack of parking brought on by the construction of the Marriott Hotel next door to
the Culmback Building; future RIG 1 meetings in Everett will be held at the Everett Police
Department South Precinct, Briefing room; 1121 SE Everett Mall Way.

Intelligence Analyst — UASI North
Washington State Fusion Center & Everett Police Department

Everett PD SIU Office
(Monday — Wednesday)
Phone: I

WSFC Seattle Office:
(Thursday — Friday)

Phone:
E-mail:




Regular schedules — irregular place

< 04/01/2015 0900 T

+ 04/08/2015 1000 ———————
+ 04/15/2015 0900 -
+ 04/22/2015 0900 I
+ 04/29/2015 0900 I
+ 05/06/2015 0900 I
+ 05/13/2015 1000 ————————
+ 05/20/2015 0900 ™™
- 05/27/2015 0900 —
* 06/03/2015 0900 7
+ 06/10/2015 1000 ————
- 06/17/2015 0900 -
- 06/24/2015 0900 7
- 07/01/2015 0900 7
+ 07/08/2015 1000 —
+ 07/15/2015 0900 -
- 07/22/2015 0900 —
- 07/29/2015 0900 —
+ 08/05/2015 0900 I
- 08/12/2015 1000 ———————
+ 08/19/2015 0900 -
- 08/26/2015 0900 I
+ 09/02/2015 0900 |



Helpful Facilities Map

Legend

Direction of Vehicle Travel

Parking Area

Direction of Foot Travel

Main Entrance
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unicipal Police Criminal Intelligence

Yakima PD

Tacoma PD

Kent PD

Pierce Transit

South Sound 911

Pierce County Sheriffs Office
Gig Harbor PD

Gig Harbor PD

Marysville PD

US Army

WA Department of Corrections
Tukwila PD

Puyallup

Tacoma PD

King County Sheriffs Office
Thurston County Sheriffs Office
WA Liquor Control Board
Puyallup PD

WA Department of Corrections
Milton PD

South Sound 911

Centralia PD

South Sound 911

University of Washington

Yelm PD

Bellevue PD




Municipal Police Criminal Intelligence

Tacoma PD

Richland PD

Washington State Patrol
King County Sheriffs Office
Kennewick PD

King County Sheriff Department
Pierce County Sheriffs Office
Longview PD

South Sound 911

Pierce County Sheriffs Office
Lakewood PD

South Sound 911

King County Sheriffs Office
SSRIG

Tacoma PD

Seattle PD

Auburn PD

SSRIG

Tacoma PD

Vancouver PD

South Sound 911

Attorney General

Lacey PD

Bonney Lake PD

Seattle PD

Tacoma PD

Northwest Regional Crime Analyst Network




Municipal Police Criminal Intelligence

Bellevue PD
Bellingham PD
Sunnyside PD
FORMERLY Seattle PD
WSP / FINCEN

US Army

Olympia PD

Renton PD

Seattle PD
SteilacoomPD
Federal Way PD
Auburn PD

Pierce County Sheriffs Office and Steilacoom PD Chief
Bothell PD
Washington State Patrol
DesMoines PD
Bremerton PD
Spokane PD

Tacoma PD

Kirkland PD

Attorney General
SSRIG

Lakewood PD

Fife PD

Federal Way PD

Washington State Patrol
Fife PD

Lakewood

Pierce County Sheriffs Office
Redmond PD

Sumner PD

Attorney General

Lacey PD

Tacoma PD




Seattle Police Drone




Drone program got shut

down by public pressure
TheSeattleTimes  [.ocal News

Winner of Nine Pulitzer Prizes

Home | News | Business & Tech | Sports | Entertainment | Food | Living | Homes | Travel | Opinion

Originally published February 7, 2013 at 9:34 PM | Page medified February 8. 2013 at 8:52 AM

Share:

Seattle grounds police drone nopoo
program

Mayor Mike McGinn ordered the Seattle Police Department to
abandon its plan to use drones after residents and privacy
advocates protested.

3 Comments (128)
& Print

By Christine Clarridge
Seattle Times staff reporter

Saying police need to stay focused on “community
building,” Mayor Mike McGinn has pulled the plug
on the department’s controversial drone program
even before it got off the ground

In a brief statement Thursday, McGinn said he and
police Chief John Diaz agreed that it was time to
end the program so the Seattle Police Department
“can focus its resources on public safety and the
community building work that is the department’s
priority.”

. £ :
ALAN BERNER / THE SEATTLE TIMES

The Palice Nenartmeant had nurchased twoa 3 5-nnund



Seattle handed drones to LAPD

pair of drones owned by Los Angeles police are currently under lock-
and-key by federal authorities until a policy is in place for their use,
an LAPD official said Tuesday.

The move to hand them over to the Department of Homeland Security was a
response to public perception and strict federal laws on how law enforcement can
fly the unmanned aireraft, said LAPD air support division Lt. Phil Smith.

The revelation comes just two weeks after the
LAPD had to fend off inaccurate media
reports that it had deployed a drone above the
Staples Center when the Kings won the

Stanley Cup championship. The aircraft

; Ay spotted there — brought down and destroyed
- a — by fans — apparently belonged to a civilian.
Related story: LAPD's Beck says
he'll seek input before using drones “If we don’t have them in our possession, then
by Ruben Vives how can we take them out and deploy them?”

Smith said.

The city received its two drones from Seattle police on May 29. By the next
week, the LAPD had handed the boxes over to federal officials for

safekeeping until they were ready to be used.



LAPD Drone policy 2014 / 2015



Seattle’s Wireless Mesh Network

(1278 The Seattle Police Department Disables Its Mesh
Network (the New Apparatus Capable of Spying on

You)
posted by BRENDAN KILEY and MATT FIKSE-VERKERK on TUE, NOV 12, 2013 at 7:42 PM

It's reasonable to assume that locally gleaned information will be shared with other
organizations, including federal ones. An SPD diagram of the mesh network, for
example, shows its information heading to institutions large and small, including the
King County Sheriff's Office, the US Coast Guard, and our local fusion center.

Fusion centers, if you're unfamiliar with the term, are information-sharing hubs,
defined by the Department of Homeland Security as "focal points” for the "receipt,
analysis, gathering, and sharing” of surveillance information.

If federally funded, locally built surveillance systems with little to no oversight can
dump their information in a fusion center—think of it as a gun show for surveillance,
where agencies freely swap information with little restriction or oversight—that could
allow federal agencies such as the FBI and the NSA to do an end-run around any
limitations set by Congress or the FISA court.

If that's their strategy in Seattle, Oakland, and elsewhere, it's an ingenious
one—instead of maintaining a few high-powered, herculean surveillance agencies
designed to digest an immense amount of traffic and political scrutiny, the federal
government could sprinkle an entire nation with lots of low-powered surveillance
nodes and let them figure out the best way to route the data by talking to each other.
By diffusing the way the information flows, they can make it flow more efficiently.



Seattle Emergency Operations Center

STATION 10 - EOC/FAC

About the Station

Fire Station 10 houses an engine company, a ladder unit and an aid unit
Station 10 also houses the Fire Department's primary hazmat unit and the
reserve hazmat unit

Previously, Fire Station 10 was located in Pioneer Square in the liquefaction
zone. Aside from the geologic challenges of the site, the historic character of
the building limited potential renovations

About The Project

The Seattle architectural firm Weinstein A|U Architects + Urban Designers LLC
designed the new facility with associate architects Ross Drulis Cusenbury of
Sonoma, California. In addition to the fire station, the 60,333 square foot
complex houses the Fire Alarm Center (FAC) and the Emergency Operations

Center (EOC)




Seattle EOC used for Protests

: I City of Seattle
“@lS Emergency Operations Center

Project Overview

Total Complex: 60,333 square feet
EOC: 14,290s.f.

Fire Station 10: 26,730 s.f.

Fire Alarm Center: 12,520 s.f.
Electrical/ Mechanical Support
Spaces: 6,793 s.f.

Art Budget: $425,000

Total Project Cost: $44.3 million
Architects: Weinstein A|U Archi-
tects + Urban Designers

Associate Architeet: Ross Drulis g
Cusenbery (CA) E

Contractor: Hoffman Construction &=
Company

Address

Fire Station 10

400 S. Washington St.
Seattle, WA 98104



Seattle PD Emergency Management

Serial Name Rank/Title Description Unit UnitDescription

e I A dmin Staff Assistant A200Y Emergency Management - Administration

e I A c min Specialist li A200X Emergency Management - Unavail Personnel
] I Director, Civilian A200 Emergency Management Section
e T Strategic Advisor li A200 Emergency Management Section
e I Strategic Advisor li A200A Emergency Management Unit
e ] Executive A200A Emergency Management Unit
e s Strategic Advisor | A200A Emergency Management Unit
e I Strategic Advisor li A200A Emergency Management Unit
e I A dvisor i A200A Emergency Management Unit

e s Strategic Advisor lii A200A Emergency Management Unit
e I Strategic Advisor | A200A Emergency Management Unit
e I Strategic Advisor li A200A Emergency Management Unit
] ] Strategic Advisor li A200A Emergency Management Unit
e | Strategic Advisor li A200A Emergency Management Unit
e I Info Tech Pro B A200A Emergency Management Unit
e I  Police Sergeant B611S Seattle Police Operations Center
e I Police Officer B611S Seattle Police Operations Center
e ] Police Officer B611S Seattle Police Operations Center
e I Police Officer B611S Seattle Police Operations Center
e | Wsfc Analyst B611F Washington State Fusion Center
e I Police Sergeant B611F Washington State Fusion Center



RIG 6 / King County RIG

EEEN et Police Dept Kent, WA [N I
B Scottle PO Scatte, WA NN I
BN Scottle PO Scotte, WA NN

B scottle PO Seatte, wA NN

(All of these attended the 2009 Domestic Terrorism Workshops in Spokane, WA)

Police Lieutenant B601 Intelligence Unit

Police Sergeant B601A Intell - Investigations
Police Officer Detective B601A Intell - Investigations
Police Officer Detective B601B Organized Crime

Police Officer Detective B601B Organized Crime

Police Sergeant B601B Organized Crime

Police Officer Detective B601B Organized Crime

Police Officer Detective B601B Organized Crime

Police Officer Detective B601B Organized Crime

Police Officer B601C Gang Intelligence

Police Officer B601D Intell - Technical Assistance
Police Officer B601D Intell - Technical Assistance
Police Officer Detective B601D Intell - Technical Assistance
Police Sergeant Detective B601D Intell - Technical Assistance
Police Officer Detective B601D Intell - Technical Assistance
Police Officer Detective B601S Intell - Special Assignments
Police Officer B601S Intell - Special Assignments
Admin Staff Analyst B601Y Intelligence Unit - Administration

Strategic Advisor li B601Y Intelligence Unit - Administration



major unit

The video sharing partners in the
boxes to the right show how
extensively Seattle Police intended
to distribute access to their
wireless mesh network. This
included allowing the WSFC to
control the cameras in the
network. The Mesh Network was
shut down, in 2013, due to
pressure from Seattle Privacy (an
advocacy group) but the
equipment might be passed to
control by another agency sponsor.
“Existing Aviation Video” refers to
the WSP Cessna microwave
downlink discussed elsewhere.



KCRIG Meeting Place

Subject: No RIG Meeting on Thursday, July 3, 2014

Greetings,

We decided that we would cancel the RIG meeting for July 3* at KCSO for the following reasons:

o Some agencies (particularly SPD) are inundated with 4* of July planning -
o Some RIG meeting attendees that work 4/10 schedules with Fridavs off may otherwise take off on Thursday. July 3rd since July 4th is a holiday -
e Other 4th of July events occurring over the three-day weekend may cause adjusted work schedules for some attendees, making them unable to attend -

The next regularly scheduled RIG meeting will be at SPD HQ on Thursday, July 17, 2014 at 0900. A reminder will be sent out a couple of days ahead of time.

Wishing evervone a safe Independence Day weekend!

Analyst
Regional Intelligence Group
King County Sheniff's Office

Meet(s) on the first Thursday of each month at the KCSO CID in the Sam Hicks
Conference Room (2" floor of the KC Admin Building); and then we meet on the third
Thursday of each month at the Seattle Police Department HQ, lower level. Meetings
commence at 0900 hours.



KCRIG Meeting Description

* The KC RIG members meet twice a month. The
members are from multiple law enforcement agencies:
local, state, and federal. Our meetings usually last
about one hour to an hour and a half. The purpose of
the meetings is to share information that is relevant to
all members about persons, organizations, or events
that may interest LE agencies in multiple
jurisdictions. Often, the information is the kind of
information that may not fit into a published
intelligence document, such as a BOLO - or might be
information that is more appropriate for discussion at
one of these Intel meetings as informational or for the
purposes of de-confliction.






KCRIG Page two







KCRIG Page four



KCRIG Page five

I Aralyst

Regional Intelligence Group
King County Sheriff's Office
I
I

Crime Analyst - King County Sheriff’s Office — Phone: (206)

-Mail:



RIG 7 / Chelan County

Regional Intelligence Group 7

Representing the Washington Joint Analytical Center
in North Central Washington

Weekly Criminal Activity Bulletin
25 April 2008

This document is a Confidential communication and
is not to be disseminated outside of the law
enforcement or intelligence communities.
Dissemination to media sources is not authorized.

Intelligence Analyst

Intelligence Analvst
North Central Washington
Regional Intelligence Group

Maobile

Providing Threat Waming and Analysis for Chelan, Douglas, Grant, Kittitas and Okanogan Counties



RIG 9 / Spokane RIG

%= CONFIDENTIALITY -- LAW ENFORCEMENT USE ONLY *#

This e-mail may contain information that is privileged or otherwise protected from

disclosure under law. You have no authorization to further disseminate unless
authorization to do so has been explicitly graonted by request. If you are not the
addressee or if content is not applicable to you or your professional duties, reply to
this e-mail to advise -- then entirely delete this message aond all attachments from
vour system immediately. Thank You . . .

Sheriff's Information Systems Coordinator
Spokane County Sheriff

Planning, Research & Analysis Unit



Spokane PD Intelligence

Spokane area Criminal Intelligence Unit circa 2012 or earlier

CIU/GANG Enforcement




JTTF (Spokane area) from an email in 2011

Main Number

JTTF Spokane

Presented for comparison as to structure, size, and types of personnel
Also might show some clues for public record requests based on email searches for these names




WSP Video in Cars

Video Coordinators

District 1- VolP
District 2- VolP
District 3- VolP
District 4- VoIP
District 5- VolP

VolP
VolP
VolIP
VolIP

District 6-
District 7-
District 8-
Program Coordinator-




Domestic Terrorism Conferences

The WSP and WSIN sponsored these conferences from 2001
through 2009 in Spokane, and in 2010 and 2011 they were
sponsored by the Oregon State Department of Justice in Portland,
Oregon.

The Conferences happened each October, usually late in the month
but as early as the first weekend. They were organized between
June and September each year, and usually invited around 150 - 200
Law Enforcement officers, Detectives, and Security Professionals
each year.

The Conferences in 2004 through 2008 produced a “DT Book”
which was referred to in several emails we obtained through public
records. This “DT Book” was a Compact Disc which held Index
Entries on activists and users of political violence (other than
police). It was distributed to participants in the conference so that
they could regionally share information about “known activists.”



DT Conferences, Continued:

Four of the DT Book Index Entries were accidentally released in August
of 2011 and reviewed as part of the lawsuit against US Army spy |l

. They were profiles of three activists from Olympia and one
Graffiti artist from Tacoma. The three from Olympia were associated
with PMR / SDS and the activist from Tacoma was associated with

literature he had picked up at the F Info Shop in Tacoma and
had in his backpack at the time of his arrest.

None of the four persons had been convicted of any violence before
they were listed as DT index entries in July 2007 in preparation for the
Conference. These specific four entries were sent to the FBl in
December 2007 in the wake of events in Olympia Washington, likely as
a result of track sabotage done during a PMR protest in November
2007.

The Washington State Patrol currently maintains at

least ] database entries detailing persons suspected
of "Domestic Terrorism."

(Public Records Act Response - July, 2013)




DT Conferences, Continued:

The DT database entries are part of a larger data sharing effort which
compiled at least 1,278 pages on persons living in the Western United
States, including California, Oregon, Washington State, Utah,
Montana, Arizona, Colorado, and Nevada between 2004 and 2009.

This network extends beyond the formal WSIN boundaries and included the
Anti Defamation League office in Seattle in at least one year. Note that these
databases have NOTHING to do with Gangs. The HIDTA reports on
Washington State gangs that:

“As of 2010 there are approximately 300 active street gangs in Washington
State with approximately 15,000 active gang members. This equates to 14
percent of the street gangs and 44 percent of the total street gang members in
Washington, Oregon, Idaho, Montana, Wyoming, and Alaska. According to
Gang Expert F, one explanation for these statistics is that street
gangs in Seattle and King County tend to be large. Many of the smaller gangs
were pushed out or members were absorbed by larger gangs. Street Gangs

totaling more than 250 members are not uncommon in King County and some
have close to 1,000 members.”




2007 DT Index example

2007
DOMESTIC TERRORISM CONFERENCE
INDEX ENTRY FORM
14 DELETE INDIVIDUAL/ORGANIZATION LISTED BELOW
WHICH APPEARS ON PAGE

2. UPDATE INDIVIDUAL/ORGANIZATION LISTED BELOW
WHICH APPEARS ON PAGE

L

NEW ENTRY LISTED BELOW X

e ey ooo: (D

MONIKER/ALIASES: Maslauskas

ADDRESS: () c'7v: olympia STATE/PROVINCE: WA

pHONE#: RACE () vecHT D wechT (D

sex (e @D HAIR ()

oun: (S STATE/PROVINCE: WA

VEHICLES/LICENSE PLATE:

occupaTion: (S £VPLOVER: (D

GROUP
AFFILIATION: Students for a Democratic Society; Olympia PMR

CRIMINAL ACTIVITY:

Assault, Criminal Trespass. Dunn becomes aggressive during protests and
demonstrations. Involved in an assault against a police officer.

suBMITTING OFFICER AND AGENCY:__Det Sqt [ Fierce
County RIG 5




Federal Terrorist lists

* THE KST Files

* |n addition to this semi-formal database sharing effort,
the WSP also maintains what it calls the “Known or
Appropriately Suspected Terrorist” files, or KST files,
as a portion of its ACCESS database for general law
enforcement reference. This is a totally separate
database with a formal auditing system and an official
status. This is ONLY information which is pushed
DOWN onto WSP from the Federal Government, in
contrast to the “DT Book” which lists activists
horizontally nominated from participating agencies.
Persons might appear in both databases.



Western States Information Network
(WSIN)

* 296 Washington state agencies
— 1300+ WSIN
— 8200+ RISS

* WSIN Consists of Alaska, California, Hawaii, Oregon,
Washington, as well as Canada, Guam and New Zealand

* Provides secure information and intelligence sharing capabilities

* Enhances officer safety through deconfliction

— Deconfliction allows officers to check if another agency has an active
investigation involving the same person(s) of interest

— Notifies officers of potential conflicts with other agency
investigations



Regional Information Sharing Systems




Rapid Deployment Forces

* Regular WSP Troopers with special training.
e RDF Teams in Districts 1, 2, 4, 7, and 8.

* Each RDF team is i} squads of around i} -
[l Troopers, for ten total squads, ] officers.

* Typically these are seen in “hard gear” at
protests and civil disturbances.

e Often augmented by local police teams in riot
gear, especially at multi day events.



RDF Teams’ Purpose is Protest

The RDF Teams are groups of WSP Sergeants and Troopers who are dressed in riot armor
(padded elements intended to deflect blows and hand thrown projectiles) and helmets.

They organize in teams and train as a military style unit, for formations and tactics designed
to disperse or corral protesters and rioters.

RDF Forces are the main “demonstration management” team which WSP puts into the field.
They form the core of the State Patrol’s ability to put down strikes, manage demonstrations,
and face a determined and organized opponent. This is the core of what state police forces
were designed to do in the early 1900’s in the United States, so that Sheriff’s Deputies who
were local to an area (and their elected bosses) would not be unduly influenced in a labor
dispute.

It is not typical for all RDF teams to ever be deployed at the same place at the same time, but
it does occasionally happen for very large demonstrations. Normally the teams will bejjjjij
I off and rotated (so that each team will field || sauvads in any
one I o' a/ternate teams will rotate their pairs of squads into and out of a
situation together.) This means that the total RDF personnel expected in the field at any one
time is about |ili] rersons including command elements. RDF units nearly always deploy
with explicit coordination with local Sheriff’s and Municipal Police officers, who may also
deploy their own teams in riot gear. This is known as “mutual aid.”



RDF Markings

Helmet numbers are Badge Numbers

Gold numbers are Leadership (Sergeants +)
White numbers are troops.

Lack of any of these elements marks local Riot
Squad Teams apart from WSP RDF.



Determining which RDF Team

There are five main WSP RDF teams, each of which has two squads (about 12 persons each,
about 138 persons total for all teams in 2012). Each Squad is led by a Sergeant, whose badge
number is printed in gold on the front and back of his or her helmet next to a red horizontal
stripe. The ordinary trooper has a white number on his or her helmet, front and back.

The squads can be known either by this Sergeant’s number or by the color they all wear as a
reflective stripe across the rear armor at the shoulders and across the front of the armor near the
midriff. This color system allows officers in a team to immediately understand their position in a
mixed or larger the formation between two separate units. The red stripe and gold number
Sergeant’s helmet also lets them know who is in charge at a glance. This system can be crucial for
knowing which teams you’re looking at, who is in charge of the team, and who is on the team.

Always take photographs or notes on which helmet numbers of officers appear at a
demonstration. This data can be invaluable for later public records requests and for suits which
might arise from an incident with the RDF team. Anyone observing a site of a planned
demonstration should have a reference with them so that cars matching the RDF lists (Cars for
WSP have the badge number as the License Plate in a XXX WSP format) can be noted for activity
in the area before a demonstration. When RDF teams deploy, they typically stage at an area they
expect to be able to control, two or three blocks from the scene. If they are further away, they
will coordinate with local bus systems like Intercity Transit to ship in teams of armored RDF
troopers further than they would want to march. These buses will double as holding cells if they
make mass arrests.



Buses used for RDF teams

INTERCILY

TRANSITY™

Mark-
| would like the bus here at 12 noon. The bus will be parkec

we'll have the lot cordoned off. Also- | will need the name ¢

Thanks,

wsP No. IIlIEIEzIzIN
MEMORANDUM OF UNDERSTANDING
BETWEEN

STATE OF WASHINGTON
WASHINGTON STATE PATROL

AND

THIS MEMORANDUM OF UNDERSTANDING, is made and entered into by and belween
the Washington State Patrol, hereinafter referred to as "WSP," and the _
hereinafter referred to as "Other Parly."

THE PURPOSE OF THIS MOU is to establish the role and responsibilities of WSP and
Other Party associated with the transportation to be provided by Other Party to WSP during public
demonstrations or events at the Capitol Campus or in the City of Olympia.

iT IS, THEREFORE, MUTUALLY AGREED THAT:
Statement of Work:
WSP may be required to assign troopers, personnel, or equipment to ensure public safety andfor

perform traffic or crowd control activities at certain demonstrations or public events, which may be
held at the Capitol Campus or a location in the City of Olympia.



Example RDF Sergeant

| I 02/05 253 _
Support Veh/Back-up Squad Leader




Example RDF Command

\ e e « TTEEE
. RDF Sergeant 130 is in
Rforeground [N
‘:( o ) o ol .

< P Wik AR :

N
[ -
v
.

vou
Fa

L.

Commander Observing inf
Soft Clothes.

B A

N
L3
-

A
- |-

- X

-




Example RDF Squad: Dist |} - Squadj§




Example — CART (Chemical Agent Response Team)




RDF District One Command and Squad |§

[4 ] Dist/Detachment Badge # Unique/DOP #

Command-Logistics

il (01-00)
Team Commander

SGT immimm (01-04)

Logistics
CID (10-07)

Squad 256 — SILVER

ST IS (01-13)
Squad Leader

TRP R 01-13)
CART

TRP I (01-04)
Alt CART

T I 01-15)

TRP I (0112)
TRP I 01 14)
TRP 01 -07)
TR R (01-02)
TRP I (01-08)

=P 115
TRP S (01-08)




RDF District One Command and Squad |§

ASSIGNMENT LIST (ICS 204)

1. Incident Name: 2. Operational Period: : 3.
Million Mask March Date From: 11/5/14 Date To: 11/5/14 ‘
pon Mast Time From: 1000 Time To: 1900 Branch: OPS
4, Operations Personnel: Name Contact Number(s) Dlvision:_

Operations Section Chief:

croup:

Staging Area: GA, Rm G3

Branch Director:.

Division/Group Supervisor

5. Resources Assigned: » Reporting Location,
§ . Special Equipment and
% & | Contact (e.g., phone, pager, radio | Supplies, Remarks, Notes,
Resouwrce Identifier | Leader 3 0. | frequency, etc.) - Information
Sgt. 1 '| Logislics
_S”gt. 1 Supetrvisor i
Trp 1 Silver-CART
- Tr;;._ 1 Siiver-éA-RT
I Y q Silver E
'Trp. 1 Siiver _ )
'f'rp. 1| Silver o
Trp. 1 Silver
Trp. 1 Siver
1 }‘rp. 4 ) Silver
l :




District One RDF Squad §

Squad 182 — ORANGE

I o 1 -09)

Squad Leader

TRP I
CART

TRr I
Al CART

- Tre I

Alt CART

TRP I

TR I

e I

TrRP I

= I

TR

TrP I

TRP I

Trr |

I




District Two RDF Command and Squad 1

Rank, Name, Detachment Badge | Unique/DOP #
-

Command-Logistics

Lt. 02/00
RDF Team Leader
sot. NG 02/19
Loqistics/ RDF Vehicle
Tpr. I 02/19
Logistics/ CUT/Training
| Squad 272 — GREEN
Squad Leader
1 Tpr. I 02/15
CART/Assistant Squad Leader
7o 071
CART
3 | CART
o |Tor- DN 02/08
CART (Back-up)
5 | Tpr. NG 02/02
6 | Tpr. NN (CUT) 02/19
7 | Tpr. 02/07
8 | Tpr. 02/06
10 | Tpr. , 02/01
11 | or. 02/14
12 02/05




District Two RDF Squad |§

Squad 221 — BLUE

Sat, I 02/02
Squad Leader

[ Tor I 02/03

CART

) Ter. I 02/09
CART

, | 0201
CART (Back-up)

4 Tpr. I 02/06
CART (Back up)

5 | Tpr. I 02/09

6 [ Tpr 02/04

7 | 7er. R 02/08

9 | T 02/02

10 | Tpr. N 02/18

11 | Trp. I 02/18

12 | Tpr. IS 02/18

13 | Tpr. I  02/04




District j Command

& rRank*F Nﬁme, Dlstl Detachmenti 1| Badgé sty ‘UniqueDOP #

54700

Team Leader

St e |

Logl':tlcs

& 04/02: X
M ,eo/Support Veh/Mechcai Support:




District 4 RDF Squad |l Cells

Person Name

Org Name
FOB - Dist4-TZT - Det 13
FOB - Dist4 - Colville- Det 8
FOB - Dist 4 - Ritzville- Det 7
FOB - Dist4 - Spokane - Det 5
FOB - Dist4 - Spokane - Det 1
FOB - Dist 4 - Spokane - Det 2
FOB - Dist4 - Spokane - Det 5
FOB - Dist 4 - Spokane - Det 5
FOB-Dist4-TZT-Det 13
FOB - Dist4 - Colfax - Det6
FOB - Dist4 - Spokane - Det 1
FOB - Dist 4 - Spokane - Det 3
FOB - Dist4- Colfax - Det6

e

Job Class Title
Sergeant
Trooper =5 Years
TROOPER >5 Years
Trooper =5 Years
Trooper =5 Years
Trooper =5 Years
TROOPER =5 Years
Trooper >5 Years
TROOPER =5 Years
Trooper >5 Years
TROOPER >5 Years
TROOPER >5 Years
TROOPER =5 Years

-

BadgeNum -~

CellPhone

+ OfficePhone ~




District 4 RDF Squad R

Squad 1 — Red

04/07

Squad Leader
04/05

CART (Back-up) Assistant Squad
Leader

04/06

04/07

04/05

04/13
04/08
04/05
04/03
04/01
04/02
04/01
04/06




District 4 RDF Squad |

Squad 2 — Gold
Squad Leader
T I 050:

CART/Assistant Squad Leader

Tro. 03/07
CART

o I 0320
CART (Back-up)

Trp. I 06/07
CART (Back-up)
06/04

Trp. NN
it =

Trp. I 06/01

Tmp. 03/03
Trp. 03/06
e T
Trp. I 03/01

Trp. 06/04



RDF District 7 Command

Rank, Na ist/ Detachment Assigned to Badge #  Unique/DOP #

RDF Team

Command-Logistics
Lt.

Team 53

ot I

Logistic/Back-up Squad Leader

Logistic/CUT TEAM SUP
sEd

Video/Processing



District 7 RDF Squad |

Squad — LIME GREEN

-
Lia r
Trp. I

CART/ Assistant Squad Leader
o I

CART/Assistant Squad Leader

Trp.
Trp.
Tre. G 10/1/14
Tre. I 10/1/14




District 7 RDF Squad |

Squad Leader
Tro. I

CART/Assistant Squad Leader
Trp.

CART/Assistant Squad Leader
Trp. —

Alt. CART

Tro I
CUT Team

Tro. I
T

Trp. I
Tro. I
Tre. [
Tro. I
Tre. | 10/1/14
- Tro. I 10/1/14




RDF District 8 Command

Rank, Name, Dist/Detachment Assigned Badge # | Unique/DOP #
to RDF
Team

Command-Logistics

LT I

Team Commander

Bl 2010
Logistics / Asst Team Commander

c1o I

Videographer




District 8 RDF Squadlii

Squad 115 — YELLOW

CART

TRP [ 05-11)
CART (back-up)
TRP I (05-20)
CART

TRE RN (05-07)
TRP I 05-06)
TRP I 05-07)

TRP Vacant

TRP I (03-12)

TRF Vacant

TRP I 0c-03) *

TRF VACANT




District 8 RDF Squadlii

Squad 117 — ORANGE

G
&Lla eader

TRP

Assistant Squad Leader




RDF by the numbers

Person Name Org Name Job Class Title BadgeNum RDF RDFTeam

_ FOB - Dist 2 - North Reg LIEUTENANT - TRUE _
] FOB - Dist 8 - Region 2 LIEUTENANT | TRUE ]
_ FOB - Dist 6 - Wenatchee 2 LIEUTENANT . TRUE _
] FOB - Dist 1 - Thurston LIEUTENANT | TRUE ]
_ FOB - Dist 7 - Snohomish Co Fwy  LIEUTENANT . TRUE _
] FOB - Dist 6 - Wenatchee 2 - Det 5 Sergeant [ | TRUE ]
] FOB - Dist 8 - Bremerton - Det 3 Sergeant [ TRUE ]
] FOB - Dist 2 - Enum/OPS/MTR - Det 19 Sergeant [ TRUE ]
] FOB - Dist 8 - Hoquiam - Det 7  Sergeant [ | TRUE ]
I FOB - Dist 8 - Port Angeles - Det 12 Sergeant [ | TRUE ]
[ ] ISB - CID - Auto Theft - Snohomish County SERGEANT [ | TRUE ]
] FOB - Dist 8 - Bremerton - Det 4 Sergeant [ | TRUE ]
[ L FOB - Dist 7 - Bellingham - Det 14 Sergeant [ | TRUE ]
] FOB - Dist 1 - Thurston-Det9  Sergeant [ | TRUE ]
] FOB - Dist 7 - Snohomish Co Fwy - Det 15 Sergeant [ | TRUE I
] FOB - Dist 2 - North Reg - Det 2 Sergeant [ | TRUE ]
] FOB - Dist 1 - Tacoma - Det 12 Sergeant [ | TRUE ]
] FOB - Dist 7 - Snohomish Co Fwy - Det 8  SERGEANT [ | TRUE ]
[ 1] FOB - Dist 4 - Spokane - Det 9 Sergeant [ | TRUE I




RDF by the numbers

Person Name Org Name Job Class Title  BadgeNum RDF
] FOB - Dist 1 - TZT - Det 13 Sergeant [ | TRUE
I ¢ FOB - Dist 1 - East Pierce - Det 5 Sergeant [ | TRUE
I FOB - Dist 4 - TZT - Det 13 Sergeant [ | TRUE
] [l - Training - Operations - RTO TROOPER >5 Years i} TRUE
_ FOB - Dist 3 - TZT - Det 13 Trooper >5 Years - TRUE
] FOB - Dist 8 - Hoquiam - Det 8 TROOPER 0-5 Years |} TRUE
I FOB - Dist 8 - Bremerton - Det 2 TROOPER 0-5 Years |} TRUE
I 08 - Dist 7 - Monroe - Det 6 TROOPER 0-5 Years |} TRUE
I /0B - Dist 8- Bremerton - Det 3 Trooper >5 Years |} TRUE
_ FOB - Dist 8 - Port Townsend - Det 11 Trooper > 5 Years - TRUE
I  CVeB-CVD-REG4-D8DET 20 Trooper >5 Years |} TRUE
I FOB - Dist 4 - Colville - Det 8 Trooper >5 Years [} TRUE
] CVEB-CVD-REG2-D1DET20 Trooper >5 Years |} TRUE
] FOB - Dist 4 - Spokane - Det 2 Trooper >5 Years |} TRUE
I 08B - Dist 8 - Bremerton - Det 3 TROOPER 0-5 Years |} TRUE
I FOB - Dist 7 - Snohomish Co Fwy - Det 1 TROOPER 0-5 Years [ | TRUE
I FOB - Dist 2 - East Reg - Det 15 Trooper >5 Years [} TRUE
I 708 - Dist 7 - Snohomish Co Fwy - Det 15 TROOPERO-5 Years |} TRUE
] FOB - Dist 2 - East Reg - Det 14 Trooper>5 Years I} TRUE
_ FOB - Dist 7 - Monroe - Det 5 Trooper >5 Years - TRUE

o
o
3
2
3



RDF by the numbers

FOB - Dist 7 - Monroe - Det 6

FOB - Dist 1 - Tacoma - Det 12
FOB - Dist 2 - South Reg - Det 7
FOB - Dist 3 - Yakima - Det 1

FOB - Dist 1 - East Pierce - Det 4
FOB - Dist 5 - North Region - Det 6
FOB - Dist 5 - North Region - Det 6
FOB - Dist 1 - Tacoma - Det 16

FOB - Dist 2 - TZT - Det 9
ISB - IAD - SIS - MECTF

FOB - Dist 2 - North Reg - Det 2
FOB - Dist 7 - Bellingham - Det 4
FOB - Dist 8 - Bremerton - Det 2
FOB - Dist 8 - Port Townsend - Det 11
FOB - Dist 4 - Ritzville - Det 7

FOB - Dist 1 - East Pierce - Det 5
FOB - Dist 8 - Shelton - Det 6

FOB - Dist 3 - Yakima - Det 6

FOB - Dist 5 - North Region - Det 7
FOB - Dist 7 - MARYSVILLE 2 - Det 12

Trooper>5 Years |}
Trooper >5 Years [}
Trooper>5Years [}
Trooper >5 Years |}
TROOPER 0-5 Years i}
Trooper >5 Years -
TROOPER 0-5 Years i}
Trooper >5 Years [}
Trooper>5Years |}
TROOPER >5 Years i}
Trooper >5 Years -
Trooper >5 Years [}
TROOPER 0-5 Years i}
TROOPER 0-5 Years |
TROOPER >5 Years i}
Trooper >5 Years -
Trooper >5 Years i}
TROOPER 0-5 Years i}
TROOPER 0-5 Years i}
Trooper >5 Years -

TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE




RDF by the numbers

FOB - Dist 7 - Snohomish Co Fwy - Det 8 Trooper >5 Years TRUE
FOB - Dist 4 - Spokane - Det 5 Trooper >5 Years TRUE
FOB - Dist 1 - East Pierce - Det 3 Trooper >5 Years TRUE
FOB - Dist 7 - Snohomish Co Fwy - Det 15TROOPER 0-5 Years TRUE
FOB - Dist 6 - Wenatchee 1 - Det 4 TROOPER 0-5 Years TRUE
FOB - Dist 1 - East Pierce - Det4  Trooper >5 Years TRUE
FOB - Dist 7 - TZT - Det 9 Trooper >5 Years TRUE
FOB - Dist 2 - South Reg - Det 6 Trooper >5 Years TRUE
FOB - Dist 8 - Bremerton - Det4  TROOPER >5 Years TRUE
FOB - Dist 4 - Spokane - Det 1 Trooper >5 Years TRUE
FOB - Dist 6 - Wenatchee 2 - Det 5 Trooper >5 Years TRUE
ISB - CID - CR - Marysville D7 Trooper >5 Years TRUE
FOB - Dist 1 - Thurston - Det 9 Trooper >5 Years TRUE
FOB - Dist 2 - East Reg - Det 18 TROOPER 0-5 Years TRUE
FOB - Dist 6 - Wenatchee 2 - Det 5 Trooper >5 Years TRUE
FOB - Dist 1 - Tacoma - Det 12 TROOPER 0-5 Years TRUE
FOB - Dist 7 - Monroe - Det 5 TROOPER 0-5 Years TRUE
FOB - Dist 8 - Bremerton -Det 2 Trooper >5 Years TRUE
FOB - Dist 2 - East Reg - Det 18 Trooper >5 Years TRUE

FOB - Dist 4 - Spokane - Det 2 Trooper >5 Years TRUE




RDF by the numbers

_ FOB - Dist 7 - Monroe - Det 6 TROOPER 0-5 Years

I OB -Dist1-Tacoma-Det 12 Trooper >5 Years
] FOB - Dist 2 - North Reg - Det 4 TROOPER 0-5 Years
I B Dist2- South Reg - Det 8 Trooper >5 Years
] FOB - Dist 8 - Hoquiam - Det 7 Trooper >5 Years
I Dist1-TZT-Det13 Trooper >5 Years
I Dist4- Spokane - Det 5 TROOPER >5 Years
I Dist4 - Spokane - Det 5 Trooper >5 Years
I  FOB - Dist 2 - East Reg - Det 16 Trooper > 5 Years
I OB -Dist2- South Reg - Det 5 Trooper >5 Years
I  CVEB-CVD-REG2-D2DET 21 TROOPER >5 Years
I OB -Dist7- Burlington - Det 11  Trooper >5 Years
] FOB - Dist 2 - East Reg - Det 14 Trooper >5 Years
I OB - Dist 1 - Thurston - Det 9 Trooper >5 Years
I FOB - Dist 1 - East Pierce - Det 15 TROOPER 0-5 Years
I 708 - Dist 1 - East Pierce - Det 5 Trooper >5 Years
I /o' 1SB - CID - Auto Theft - Snohomish County D7 Trooper >5

I 708 - Dist 7 - Oak Harbor -Det 7 Trooper >5 Years
[ FOB - Dist 1 - Thurston - Det 8 TROOPER 0-5 Years

I 0B - Dist 7 - Snohomish Co Fwy - Det 2 TROOPER 0-5 Years

TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE



RDF by the numbers

B 08B -Dist2- Enum/OPS/MTR - Det 19 Trooper >5 Years
I 08 - Dist 5 - North Region - Det 7 TROOPER 0-5 Years
] FOB - Dist 6 - Wenatchee 1-Det 7 TROOPER >5 Years
_ FOB - Dist 1 - Tacoma - Det 14 TROOPER 0-5 Years

B FOB - Dist2 - TZT - Det9 TROOPER 0-5 Years
_ FOB - Dist 7 - Oak Harbor - Det 7 TROOPER 0-5 Years
I OB - Dist 8 - Port Townsend - Det 12 TROOPER 0-5 Years
I Dist 2 - North Reg-Det2  TROOPER 0-5 Years
I Dist2-EastReg-Det16 TROOPER >5 Years

B CVEB-CVD-REG3-D3DET20  Trooper>5 Years

_ FOB - Dist 1 - Thurston - Det 8 Trooper >5 Years

I 0B - Dist 1-EastPierce - Det 15 TROOPER 0-5 Years

I OB - Dist 2 - South Reg - Det 8 Trooper >5 Years

I 0B -Dist/- Snohomish Co Fwy - Det 1 TROOPER 0-5 Years
_ FOB - Dist 1 - Tacoma-Det 1 Trooper >5 Years
_FOB -Dist 1-TZT - Det 13 Trooper >5 Years
I 0B - Dist4-TZT-Det 13 TROOPER >5 Years
I 08 -Dist 1-Thurston-Det8 Trooper >5 Years
I 58  CID-CR-Tacoma D1 Trooper >5 Years
_ FOB - Dist 4 - Colfax - Det 6 Trooper >5 Years

TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE




RDF by the numbers

[ ] FOB - Dist 2 - East Reg - Det 16 TROOPER 0-5 Years TRUE
I Dist 8 - Shelton - Det 6 TROOPER 0-5 Years TRUE
I  Dist 2 - Enum/OPS/MTR - Det 19 Trooper >5 Years TRUE
I OB - Dist 3 - Kennewick - Det4  TROOPER >5 Years TRUE
I  Dist 24 - Spokane - Det 1 TROOPER >5 Years TRUE
Y  Dist 7 - Snohomish Co Fwy - Det 2 Trooper > 5 Years TRUE
I Dist 2 - EastReg - Det 18 TROOPER 0-5 Years TRUE
I Dist 8 - Hoquiam - Det 8 Trooper >5 Years TRUE
I CVEB-CVD-REG3-D3DET20  Trooper >5 Years TRUE
[ ] I - CID - CR - Bremerton D8 Trooper >5 Years TRUE
I 08 - Dist 7 - Monroe - Det 5 Trooper >5 Years TRUE
I 08 - Dist 7 - Monroe - Det 6 TROOPER >5 Years TRUE
I 08B - Dist 2 - North Reg - Det 1 TROOPER 0-5 Years TRUE
I 08 - Dist 8 - Bremerton - Det 3 Trooper >5 Years TRUE
I 708 - Dist 6 - Wenatchee 1 - Det 3 TROOPER >5 Years TRUE
I 08 - Dist 4 - Spokane - Det 3 TROOPER >5 Years TRUE
I 08B - Dist 7 - Monroe - Det 6 TROOPER >5 Years TRUE
I (08 - Dist 7- Monroe-Det5  TROOPER >5 Years TRUE
I 08 - Dist 4 - Colfax - Det 6 TROOPER >5 Years TRUE
I LS8 - Impaired Driving - Ignition Interlock TROOPER >5 Years TRUE
I /08B - Dist 2 - South Reg - Det 8 TROOPER >5 Years TRUE
B 08B - Dist 1 - East Pierce - Det 15 TROOPER 0-5 Years TRUE



Plainclothes Police at Protests

ASSIGNMENT LIST (ICS 204)

1. Incident Name:

2, Operational Period:

- Date From: 11/56/14 Date To; 11/6/14
k :
SIS ARy Time From: 1000 Time To: 1900
4. Operations Personnel: Name Contact Numbe:(s})

Operations Section Chief:

Branch Director:

Division/Group Supewisor:_ R _

v - I

5. Resaurces Assigned:

3.
Branch: OPS

Division:
Group: Detective

Staging Area: SOD Sq.
Room

1]
—— o4
o
: 5 g Contact (e.g., phone, pager, radlo
Resource |dentifier |.eader ‘s Q | frequency, etc.)

230

788
1027

823

—— . e —— e ——— e et

Repotiing Location,
Special Equipment and
Supplies, Remarks, Notes,
Information

CP, Infarmation gathering,
camera operations

Obser\ling
Obsewmg

FOB - Dist 5 - North Region - Det 6 Leader —Detectives MMM 2014

FOB - Dist 1 - East Pierce - Det 5 Video MMM 2014

Vldeo recordlng




Local Police Riot Teams
Valley Civil Disturbance Unit

-Tukwila Police Officers serve as members of the Valley Civil Disturbance Unit
(VCDU). This team, made up of officers from surrounding jurisdictions, responds to the
need for a large well-trained and organized police presence at any type of large
gathering. The team is composed of members with specialized training for less lethal
munitions and chemical crowd-control agents, safe removal of protester devices, and
bicycle response. Members have provided crowd control at the Rock & Roll Marathon as l
well as quelled civil unrest at protest events.

Officer I s the training officer for the VCDU. Tukwila Police coordinates the

annual team training at Fort Rilea, Oregon. This event prepares team members for the
challenges they may face in the field. Every aspect of team response from command

preparation to the response to riotous situations is tested and improved.




Local Police Riot Teams

Similarly organized as the Valley SRT,
Auburn Police Civil Disturbance Unit
(CDU) are members of the Valley
CDU, comprised of Auburn, Tukwila,
Renton, Kent, Federal Way and Port of
Seattle Police Departments.




Seattle Police Bike Squad

“The Barrier technique involves lining the bikes, front wheel to rear wheel, across the area
to be blocked or protected. The squad leader and assistant squad leaders (ASL) are
positioned behind the line. The ASLs assist with arrest, relay line orders, and watch the
crowd for thrown objects. They may be armed with long-range, less-lethal weapons (bean
bag guns, shotguns with LTL loads, pepper ball guns) as well as large OC canisters and/or
personal-sized fire extinguishers. When forming a barrier in front of a building, is is
important that a safety zone is retained behind the line so that a crowd surge does not
force the line into a dangerous position.”



Seattle PD Bikes used in protests

ABOUT BIKE PATROLS s n I o | ,..,.; ;

To join the unit, every Officer must complete a week
long training session where they receive specialized
instruction. From riding up and down stairways to
cone courses and emergency dismounts, officers
who complete the session are capable of a vast
array of maneuvers on a mountain bike.

Today there are day and night bike patrol squads
proactively participating in undercover and on view
narcotics enforcement, crowd control and continually s
responding to 9-1-1 calls. While the West Precinct  §
(downtown) carries the largest squad, every precinct
in the city utilizes bike patrols in providing police
services to the city.



Bikes used to push persons

The barrier can easily become a moving tactic called "mobile fencing" if the team leader
determines that the crowd needs to be moved. Upon command, the bike team readies
itself to move forward by holding the bikes by the stem and seat post. At the order, the
squad members lift their bikes to chest level and, pressing them toward the crowd, take
one step forward while ordering the crowd to "Move Back!" The squad then resumes its
original stance. The "move" command is repeated as necessary. It is essential that the
line is held intact, as the crowd will quickly exploit any gaps.



Bikes used to flank groups of people

Although the police bike squad works extremely well with other
units on the front lines, it also works well on the periphery an
incident. The speed and mobility of the squad allow it to quickly
outflank a crowd if it moves in an undesirable direction. A squad
or two of bicycles positioned several blocks away from the action
can be moved in a fraction of the time required to move a foot
squad or even a vehicle squad, as bikes are not hampered by stairs,
traffic, or a lack of roads. This mobility makes the bike squad the
ideal back-up unit for the interior officers. In addition, the strong
flanking presence provided by the bikes can discourage people on
the outskirts from joining the main group. The bike squads also
function as crime suppression units left on the periphery to deal
with those who would take advantage of the diverted attention of
the other officers.



Bike equipment geared to crowds

The squad should be equipped with the following items: gas masks,
large OC spray devices, flexcuffs, first aid kits, fire extinguishers,
and a long, lockable cable. If it appears as if the squad will be on
the street for an extended period of time, it may be appropriate to
equip a support vehicle with complete wheel and tire sets, both
front and rear; spare chains, tubes, a pump, water, and snacks. Long
sleeves and long pants are recommended for added protection,
even in hot weather, and use of arm and leg padding may be
appropriate. Other departments use lightweight motorcycle
helmets to provide extra protection yet allow easy use of a gas
mask, personal hydration devices worn on the back, and earbuds
for the radios to ensure good communications. The list could be
endless; but regardless of the equipment carried, it is essential that
the bike squad practice with it prior to implementation.



WSP Aviation

2

This is a view of what the WSP’s Cessna 206 used to look like in 2005-2013.
The WSP has two of these, and they use them to monitor protests they are
worried about. The camera ball was moved to the wing in 2014. They also
use these for DUl and speed enforcement as well as securing Navy vessel
transits out of Navy Base Kitsap. This camera overlays a map on the view it
shows the tactical flight officer so he instantly knows the address he sees.



New FLIR Camera
FLIR 380HDc mounted on Wing




Major Upgrades in 2014

2014: FLIR 380HDc WITH UPGRADED TACTICAL
FLIGHT OFFICER STATION.



Augmented Reality System

GPS linked Moving Map overlay on FLIR
display seen by Tactical Flight Officer.

TFO instantly sees addresses of the houses he
is watching and also sees street names.

TFO sees vehicle speeds measured by laser
range finder in about 15 seconds.

ARS Installed in WSP Cessna in March, 2009.
Laser enabled system installed early 2014.



ARS Map View with Infrared Camera
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WSP uses Cessnha for Protests as well

e http://www.youtube.com/watch?v=NgLdNUIEelo
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WSP Aviation mechanics mindset
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WSP Aviation Organization Chart

VWASHINGTON STATE PATROL

Diagram 1-2

ANVIATION SECTION

SECTION COMMAMDER
RCW LIEUTEMANT

SECTION SECRETARY
ADMINISTRATIVE ASSISTANT 3

|
AlR OPERATIONS SERGEANT TRAFFIC SERGEANT MAINTENANCE SUPERVISOR
RCW SERGEANT RCW SERGEANT CIVIL SERVICE
COoOMMAND PILOT EFHRATA

CoOMMAND PILOT
RCW TROOFPER
TRAINING OFFICER
OLYMPI1A

TRAFFIC PILOT
RCW TROOFER
EFHRATA

JET AIRCRAFT TECHMNICILAN
CIVIL SERVICE
SAFETY OFFICER

CoOMMANMD PILOT
RCW TROOPER
SAFETY OFFICER
COLYMPIlA

TRAFFIC PILOT
RCW TROOPER
EFPFHRATA

JET AIRCRAFT TECHMNICILAM
CIVIL SERVICE

COMMAND PILOT
RCW TROOFPER
COLYMPIA

RCW TROOFPER

COMMAMND PILOT
OLYMPI1A

DART PILOT/ ME CO-PILOT

RCW TROOPER
OLYMPI1A

DART / TRAFFIC PILOT
RCW TROOPER
COLYMP LA

October 2011

114

JET AIRCRAFT TECHNICIAN
CIVIL SERVICE




WSP Aviation Personnel

WSP Aviation Positions June 2012

Full Name

Job

Organizational Unit

JET AIRCRAFTTECHNICIAN

ISB - SOD- Aviation - Olympia

AIRCRAFT MECHANICSUPERVISOR

ISB - SOD- Aviation - Olympia

ADMINISTRATIVEASSISTANT 3

ISB - SOD- Aviation - Olympia

W5P TROOPER GREATER THAN 5 YEARS

ISB - SOD- Aviation - Olympia

JET AIRCRAFTTECHNICIAN

ISB - SOD- Aviation - Olympia

W5P TROOPER GREATER THAN 5 YEARS

ISB - SOD- Aviation - Olympia

W5P SERGEANTPAY GRADE

ISB - SOD- Aviation - Olympia

JET AIRCRAFTTECHNICIAN

ISB - SOD- Aviation - Olympia

WS5P TROOPER GREATER THAN 5 YEARS

ISB - SOD- Aviation - Olympia

W5P TROOPER GREATER THAN 5 YEARS

ISB - SOD- Aviation - Olympia

W5P TROOPER GREATER THAN 5 YEARS

ISB - SOD- Aviation - Olympia

W5P TROOPER GREATER THAN 5 YEARS

ISB - SOD- Aviation - Olympia




Aircraft types and capabilities

King Air B200
120NA

King Air B200
207HB

Cessna 182 (3)
Cessna 206 (2)

Mission Profile

Transportation

Transportation

* Traffic Enforcement
* Aerial Surveillance

* Aerial Photography

* Command & Control

* Transportation

Number of Passengers

(w/o baggage)

5 Troopers (8 w/reduced fuel)

6 Civilians (8 w/reduced fuel)

5 Troopers (7 w/reduced fuel)

6 Civilians (7 w/reduced fuel)

Cessna 182 - 2 passengers

Cessna 2006 - 1 passenger

Number of Passengers

(with baggage - 35 |bs ea)

4 Troopers (8 w/reduced fuel)

5 Civilians (8 w/reduced fuel)

4 Troopers (7 w/reduced fuel)

5 Civilians (7 w/reduced fuel)

Cessna 182 - 1 passenger

Cessna 206 - Call Aviation for Guidance

Number of Passengers

Cessna 182 - 1 passenger

(SWAT w/gear/equipment) b SWAT w/reduced fuel 6 SWAT w/reduced fuel Cessna 206 - Call Aviation for Guidance
Required Crew 2 Pilots 2 Pilots Cessna 182 - 1 pilot
Cessna 206 - 2 pilots (FLIR)
Cruise Air Speed 260 Knots 260 Knots 120 Knots

Range

750 Nautical Miles

750 Nautical Miles

Cessna 182 - 600 Nautical Miles
Cessna 206 - 450 Nautical Miles

Endurance Max

3.0 Hours

3.0 Hours

Cessna 182 - 6 Hours
Cessna 206 - 4.5 Hours




Aircraft designations and capabilities

Smokey 3 and Smokey 4 are the two which have cameras and downlinked
video. This feed is shared with the Washington Military Department, the
Washington State Fusion Center, and regional emergency operations
centers like the one in Seattle (King County EOC).

B CESSNA 206H - Serial [N S Mode I0: N
B CESSNA 206H - Serial [ S Mode ID: N




WSP Contacts and aircraft radio

Air to grouqd Primary- Secondary: Tertiary: Comments; including ground call signs:
{maquancywih LERN Olympia A Cell Ph
ground call sign PR Ama | evrhone
Av:';tkoc)atllzg?aqilr'lcerg?ty Primary Secondary’ Tertiary: Comments; including other aircraft call signs:
ca" signs - _
TFRin use or anticipated? Yes [ No Controlling agency and contact #'s for TFR (if in use):

If so, list dimensions:

Any additional Direct dial sat phone Smokey 3 = 1--
comments, special Direct dial sat phone Smokey 4 = 1-

considerations and

information
Date/Time received Received by: Flight approved Flight not approved []
by wsp: 10/29/2013 | NG Comments: Aircraft coverage | Comments:
1249 0900-2200 - fuel break every 3.0
hrs.

WSP Pilot Info Name: Work #: _ Cell #:

WSP TFO Info Name: - Work #: Cell #: ‘
Disposition of flight (to be completed by pilot or TFO on completion of flight):
2nd shift TFO - :

Primary AOBD -
Secondary AOED - Il

Washington State Patrol Commander -l
Washington State Patrol Sergeant 1




WSP used US Navy Money for FLIR

“Starting in 2005, the WSP Aviation Section significantly enhanced its aerial public
safety capabilities through federally funded day/night FLIR camera and microwave
downlink systems. These technology upgrades allowed WSP Aviation Section
personnel to better examine traffic safety problems and expand their missions into
nighttime hours in support of agency missions and goals. These upgrades also added a
new dimension to the Aviation Section’s ability to effectively provide aerial law
enforcement and public safety services.”

“Initial funding was obtained as a result of an innovative partnership with Navy
Region Northwest (NRNW), while subsequent federal funding was obtained from the
Urban Area Security Initiative (UASI).”

- WSP 2009 Herman Goldstein Award Submission For Excellence in Problem-Oriented Policing



Navy Money was a response to protests

“On the night of 18 November 2004, individuals unaffiliated with OMJP gathered
around the port fence, cutting a large hole in it, prompting heightened security
measures.[8][9] Some witnesses have claimed this breach in security prompted the
USNS Cape Intrepid to leave early and without all its intended cargo, while the
military maintains there was no disruption to its operations.[10]”

- Wikipedia Article: Port Militarization Resistance, citing:

http://www.infoshop.orq/inews/article.php ?story=04/11/19/2646466

“In 2005, Navy Region Northwest sponsored a federal grant to purchase Forward
Looking Infrared (FLIR) and other high-tech surveillance equipment for two WSP
airplanes. State Patrol pilots utilize these airplanes to support homeland security,
traffic enforcement, and public safety missions including search and rescue. “

- Rear Admiral |} Commander Navy Region Northwest (WSP Press
Release August 14, 2009 announcing an IACP award for multi agency cooperation.)



WSP and Navy and WA Military Dept 2005

Challenge: Completion of FLIR Contractual Requirements
» Complete initial troubleshooting of FLIR & downlink systems—Target: Dec 29
» Compete testing of WSP & Camp Murray central receiver sites—Target: Jan 101
» Install and test the Kitsap Navy central receiver site—Target: Jan 111
» Complete installation of FLIR on the 2nd Cessna—Target: Jan 151
» Complete operational testing, troubleshooting, and billing—Target: Feb 17

What are we doing?

» Working closely with the Navy, PMD, and BMS to coordinate the central receiver
installation on the Navy’s tower in January.

» Working with the Vendors—FLIR Systems and BMS—to troubleshoot problems.
» Utilizing all resources to complete the FLIR installation on the 2" Cessna.




Camp Murray — WSP Video Link

Google




Camp Murray EMD location

‘,,
4 Exit 122
+"| BERKELEY ST.

CAMP MURRAY

Washington State Military Department



Video Downlink Details



Video Downlink Details

» Simple Setup and Operation

» GPS Data Option

» PIN Scrambling System for Privacy
» intuitive Qperator Controls

» Fully Standards Compliant

Companion Systems:

» TAA-101 Omni Actuator System

» GCA-11 Airborne Directional
Antenna

» GCA-4 GPS Steerable Antenna
System

optional dedicated GPS receiver may be added that
allows automatic tracking by specially equipped ground

stations.

Technical

Characteristics

Frequency

RF OQutput Power

Input Voitage

28 VDC (+ 10%), 8 Amps at 10W
Output Power with Fans

Operating Temperature

-20° to +50°C

Storage Temperature

-40° to +90°C

HCH-7 1.99-2.5 GHz 10w
Heh-4L | 4.4 -4.7 GHz W
HCli-4H |4.7-5.0GHz - 5w
HCII-9 6.425 - 6.525 GHz * SW

* This device has not been authorized as required by
the ruies of the Federal Communications Commis-

Dimensions ~9.5"x 5" x 4” (Includes Heatsink
& Fan)
~(24 x 12.7 x 10 cm)

Weight ~ 8 Ibs (Inciudes Heatsink & Fan)
~{3.6 kg)

RF Input (BPA) Type “N”

RF Qutput (BPA) Type “N” Isolator Protected




Navy Equipment on WSP Plane

Serial Numb Tracked Eq

Equipment Description Parent Location Operator Dist/Det er pld Badge #

087900 AIRCRAFT, CESSNA, 206H TAIL N2 1009
446X

100509 AMPLIFIER, FLIR SYSTEMS, 5 WAT 100507 1009
T POWER

100508 CAMERA, FLIR SYSTEMS, CARRY 100507 1009
CODER Il COFDM WIRELESS MICR
OWAVE TRANSMITTER W/ REMOT
E CONTROL PANEL

100507 COMPUTER, FLIR SYSTEMS, ULTR 087900 1009
A 85U00FW

100518 COMPUTER, FLIR SYSTEMS,ULTR 100507 1009
A 8500FW

00007918 COMPUTER, PANASONIC, LAPTOP 087900 1009
, CF27 TOUGHBOOK

00007656 CONTROLLER, FLIR SYSTEMS, LA 100507 1009
PTOP, ULTRA 8500 FW DUAL SEN
SOR CONTROLLER UNT

112604 CPU, HONEYWELL, RADAR ALTIM 1009
ETER PROCESSOR

111922 DIALER, SKYCONNECT, MISSION 087900 1009
MANAGEMENT UNIT Il MMUII

109820 INDICATOR, HONEYWELL, 066-303 1009
1-01

126079 MISC TECH, MERLIN MTI, MOVING 1009 FLIR
TARGET INDICATOR WI/LAND LSA
MODES

123086 TRANSMITTER, BROADCAST MIC 1009

RO SRVS, DIGITAL, AIRBORNE DO
WNLINK TRANSMITTERS



GIIEP Upgrade to FLIR downlink



GIIEP Acronym

Geospatial Information Interoperability
Exploitation-Portable (GIIEP)
Executive Overview Briefing

Presented By:
U.s. Army Space & Missile Defense. Command (SMDC)

GIIEP is a National Guard Bureau (NGB) operational system. Prior to fielding, GIIEP
was developed by US Army Space and Missile Defense Command Battle Lab
(SMDC) in conjunction with AFNORTH/A8 to answer capability gaps in the AF
Rescue Coordination Center (AFRCC) and for air component Full Motion Video
(FMV)/Incident Awareness and Assessment (1AA).



GIIEP uses 3G Cellular Networks

* The GIIEP system has organic 3G cellular
communications (primary) and satellite
telephone communications (iridium, secondary).
The GIIEP system transmits Full Motion Video
and/or still images via the internet to the primary

server farm located at theF,
-and a redundant server farm in

All authorized users who have a
username and password can access FMV and
still images from these server farms making the
system completely interoperable throughout the
interagency spectrum.




WSP Criminal Investigation Division

wor Division Overview
I (s throughout the state

Collision Investigations Special Investigations Auto Theft
Section Section Section

Tacoma CIU DSHS SIU Tacoma RATU
Bellevue CIU OIC SIU Seattle RATU
Yakima CIU General Investigations Spokane RATU
Spokane CIU Identity Theft Unit ATTF Snohomish
Vancouver CIU Major Accident
Wenatchee CIU Investigative Team
Marysville CIU VIM Inspections

Bremerton CIU

CIU- Colllsion Investigations Linit SIU - Speclal Investigations Lintt RATU- Reglonal Awo Theft Uinkt
VIN - Vehicle iantiication Number ATTF - Aulo Theft Task Farce



WSP Investigative Assistance Div

Division Overview

Investigative Assistance Division
2007

Region 1 Narcotics Region 2 Narcotics/WAIAC Special Investigations/SWAT Statewide Integrated Intel. Admin Unit




Fake Identities for Cops

2 WASHINGTON

Orpan Como’
Plases netty tne Dopartmant of Linonsbog mithin 18 days of 3 shange of sdarase

| |
- o, | e 00001 O RO

Thank you for your assistance in this matter. If you have any questions please contact | NEGgGEGEGEGEGEGEE

Sincerely,

[ Signature Block ]



WSP Statewide Radio

Washington State Patrol’s Land Mobile Radio Systems:

To serve its wireless communications needs, WSP has a statewide analog
conventional VHF radio system with more than 100 transceiver sites located
throughout the state connected by a 6-gigahertz (GHz) analog and digital
microwave. The agency's LMR and microwave systems serve as the backbone
system for other federal, state, and local agencies.

One of the state’s primary interoperability channels, the Law Enforcement Radio
Network (LERN), is licensed for statewide use by WSP, and is available to use
by other local agencies with approval.

In addition to an extensive voice communications system, WSP operates a UHF
network for mobile computer network (MCN) laptops that provide basic email and
records access capabilities. However, this data system runs on an outdated
legacy operating system at very low transmission rates. This mobile data system
is high on the priority list to be updated with new MCN equipment that can be
fully integrated into the computer aided dispatch system that was upgraded in
2003.

The technical architecture and equipment configuration for the LMR system is
summarized below.

Statewide operations organized in eight districts.
Primary component manufacturers are Kenwood, Motorola and M/ACOM.
Total dispatch centers is I

Operational base station and repeater
Subscriber units total



WSP logs GPS of its cars






WSP Special Teams

* Bomb Squad
— Teams
- I
* Special Weapons and Tactics

— [l entry teams
- I
— Sniper / Observer teams
— Negotiator / Intelligence teams



WSP

Bomb Squa

=~ - - "

Bomb / May Day
RDO
RDO
No response
4a
7a-5p
No response
No response
No response
5a-3p Can adjust shift
NoO response
IMT/May Day
Judges Security
RDF Seattle
Bomb/May Day

Bomb/IMT May Day

L&l




WSP Bomb Squad Nov 2014

ASSIGNMENT LIST (ICS 204)

692

1. Incident Namo: 2. Operational Period: 3.
Miliion Mask March Dale From: 11/6/2014 Date To: 11/5/2014

Time From: 1000 Time To: 1000 Branch:  OPS
4. Operations Name Contact Number(s) Division:
Personnel: .
Operatlons section chief: | ENGGTcTNTNTNEGEG I | Group: Bomb

Branch Director: TOXXXXXXXXXK _
— agin
Division/Group I I A,ei; 9 Greenhouse
Supervisor:

5. Resources Assigned: 0 o _ .

— s Reporting L.ocation, Special

S g Contact {e.q., phone, pager, | Equipment and Supplies, Remarks,
Resource |dentifier | Leader # O | radio frequency, etc.) Noles, Information
580 Bomb Commander in CP
807 Team ‘1
975 Feam 1 Lead
873 Team 2 Lead
Team 2




WSP Special Weapons and Tactics

SPECIAL WEAPONS AND TACTICS I

Det I
Or. [ T EVS Advisor) ***

GOLD

I, (L) (CID)
Sqt. (D5)

Trp.
Trp.

(TL) (CID)
ATL) ( Traln Div)




WSP SWAT continued

sgt NN (T.) (D2) l

e, D)
IAD)

—=J*SD

Trp )

CRISIS NEGOTIATORS




Washington State Patrol Special Weapons and Tactics — 2012 era data

Commmde,.

 Training Coordinaior / Medic © Assistant Commander

Gold

TL

Marksman/Observer Negotiators

I

TL

ATL




ATL

ATL

ATL




WSP SWAT by the numbers 2012
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Local Police SWAT units

Valley SWAT/CCU

Special tactical needs of the city are provided by Valley SWAT, a regional team comprised o_and a
commander from each of the cities of Tukwila, Renton, Kent, Auburn, Federal Way, and the Port of Seattle
Police Department. In 2011, the team responded to 50 incidents in these jurisdictions. Most of these incidents
involve the service of high-risk search warrants, usually involving narcotics. Other common operations include
dignitary protection details, arrests of dangerous suspects, and responses to barricaded subjects.

The team is very fortunate to be well-supported by the agencies they serve. It is well-equipped and trained,
having the benefit of training three days per month with one additional week-long training session per year.
Although thesel@officers train hard and are subject to callout any time of day, every day of the yvear, SWAT is

not a full-time job - each of the officers has a primary assignment within their own agencies, be it as patrol or
traffic officers, detectives, or the like.

Valley SWAT is one of the largest teams in the State, and, due to its strong reputation, works closely with many
of the other top teams in the region, including Seattle PD SWAT. This inter-agency camaraderie leads to an
effective exchange of concepts and expertise, making for more effective emergency responses and ultimately a
safer community for vou, the citizens we serve.
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Seattle Police SWAT / 2012



Statewide Radio Channels 2008

The following frequencies are identified for the use as stated. Approval and
authorization by the agency identified is needed prior to being used.

Table 8 Statewide Frequencies

Use

Frequency

Approval/Authorization

On-Scene Command and
Control (OSCCR)

Search and Rescue (SAR)

State Fire Control Channel -
REDNET/FIRECOM

Law Enforcement Radio
Network (LERN)

National Law Enforcement
Channel (NLEC)

Hospital Emergency
Administrative Radio (HEAR)

MED-COM Network

Washington State Emergency
Management Division (EMD)

Washington State Emergency
Management Division (EMD)

Washington State Association of
Fire Chiefs (WSAFC)

Washington Association of
Sheriffs and Police Chiefs
(WASPC)

Washington State Patrol (WSP)

Federal Communications
Commission (FCC)

Washington State Dept Health




Statewide Radio 2008 (cont)

Channels TX Frequency RX Frequency Statewide/Regional
Law Enforcement Radio Statewide
Network (LERN)
National Law Statewide
Enforcement Network
(NLEC)
On-Scene Command Statewide
and Control Radio
(OSCCR)
Comprehensive Statewide
Emergency

Management Network
(CEMNET)




Washington State Comprehensive Emergency

Management Network (CEMNET)
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Figure 11 CEMNET

F2: 45.36 MHz

F3: 4548 MHz

CEMNET operates primarili on -freiuencies, desiinated for
accountability purposes a

MHz. In radios set up primarily for CEMNET use,

channels NGz

this will usually correspond to



Table 12 CEMNET Regional Channel Designation

Northwest Southwest Central Northeast Southeast

1

Clallam Clark Adams Ferry Asotin

Island Cowlitz Benton Lincoln Columbia

Jefferson Grays Harbor Chelan Okanogan Garfield

King Lewis Douglas Pend Oreille Whitman

Kitsap Mason Grant Spokane

San Juan Pacific Franklin Stevens

Skagit Pierce Kittitas

Snohomish Skamania Klickitat

Whatcom Thurston Yakima

Bellevue Wahkiakum Walla Walla

Kent Tacoma

SW Snohomish Lacey

Seattle Shelton

Auburn Puyallup

Kirkland

Snoqualmie

Port Angeles

Redmond




CEMNET Il

Emergency Management Radio Systems Operations SECURE - HF

The Operations SECURE (State Emergency Communications Using Radio
Effectively) high frequency (HF) net (also known as CEMNET Il) is a secondary
emergency back-up communications capability for intra- and inter-state use.

Operating on eight discrete frequencies, point-to-point long-range
communications between the state EOC and fixed or mobile HF stations can be -
established as needed. Currently, in addition to the state EOC, fixed HF stations
are located in each Washington State Patrol (WSP) district communications
center.

The HF frequencies assigned are:

(Upper Sideband (USB))
(USB)

(USB)
(USB)
(USB)
(USB)
(USE)
(USB)

USB
USB
USB




STAEN

Emergency Management Radio Systems State Agency Emergency Net

(STAEN) - I

The State Agency Emergency Net is a radio net employing an ultra high
frequency (UHF) Il Hz repeater that has been incorporated into the
Washington State Department of Transportation's (WSDOT) (| trunked
radio system on Capitol Peak. The net was primarily designed to provide a
capability for state agencies within the Capitol Campus, Tumwater, Lacey, and
surrounding areas to communicate with the State Emergency Operations Center
(EOC) during emergency situations or disasters which severely impact or restrict
the use of "normal” telephone services. It can also be used to communicate
among agencies during an emergency situation, as needed.

State agencies have been encouraged to procure equipment and participate in
the net. Currently, eight agencies have done so. They are:

1. Department of Social and Health Services (DSHS).
2. Department of Agriculture .

3. Department of Community, Trade, and Economic Development (CTED) -
Energy Division.

Department of Health (DOH).

Department of Information Services (DIS).
Department of Labor and Industries (L&l).
Department of Retirement Systems (DRS).

Office of the Governor.

. Office of the State Auditor.

10. Utilities and Transportation Commission.

11. Employment Security Department.

D50 U



Other Radio Nets

Mobile Emergency Response System (MERS)

The Federal Emergency Management Agency's (FEMA) Operations Net, a VHF
high-band system primarily used by FEMA MERS for communicating with FEMA
personnel. For EMD purposes, this net is used as a secondary capability for
communicating with FEMA Region X and MERS Operations located in Bothell,
Washington.

FEMA National Radio System (FNARS)

FNARS is a high frequency (HF) system primarily used by FEMA for inter and
intra-state communications between FEMA Headquarters, FEMA regions and the
states during national and/or regional emergencies, particularly when land line
systems are impaired or restricted. An FNARS HF transmitter/receiver, a 1000
Watt Collins radio, was installed by FEMA in the State EOC.

State Area Command (STARC) Net

STARC is an HF system primarily used by the Washington National Guard for
intra-state emergency communications between Headquarters, STARC in Camp
Murray, and each Army/Air National Guard armory/station. It is also used by the
Guard for interstate communications with other National Guard units. For EMD
purposes, this net is to be used as a secondary capability for communicating with
local jurisdictions and deployed National Guard units.

The Emergency Management Division (EMD)

The EMD also has access for emergency purposes, to VHF systems operated by
the Washington State Patrol (WSP) and Washington Department of Natural
Resources (DNR).



Washington’s Prisons

Washington State Department of Corrections

The Washington State Department of Corrections (DOC) is organized into
several divisions providing operational and administrative oversight and services.
Of these divisions, the Prisons Division and the Community Corrections Division
utilize and maintain radio communications equipment.

The Prisons Division oversees 15 institutions organized into three Departments
(East, West, and Central) each having a designated administrator reporting to the
Deputy Secretary — Prisons Division.

The Community Corrections Division oversees 15 work release facilities and 118
community corrections field offices. Operating regions are designated as Work
Release and Community Corrections Regions 1 through 7, each having an
appointed administrator responsible for locations within their defined boundaries,
and reporting to the Deputy Secretary — Community Corrections Division.

DOC’s land mobile radio systems:

The Department does not maintain an infrastructure for data and voice
transmission shared by other agencies. Each DOC facility is a stand-alone
system, with provisions for extended communications to support specific
departmental programs and activities. The Department's LMR systems are
described according to the type of facility below.



Washington Military Department

I Employees in 2011, wasjjiilj in 2009...

Adjutant Genera

“...commands all Washington Army and Air National Guard forces and Director of the State’s Emergency Management and Enhanced 911
programs. General Daugherty also serves as Homeland Security Advisor to the Governor of Washington and as State Administrative Agent
for all United States Department of Homeland Security grants awarded to Washington’s state, local, tribal and non-profit agencies and
organizations.”

Executive Assistant [

installations Manager |




Washington National Guard

Over llenlisted personnel

commands all Washington Army and Air National Guard forces

top enlisted leadership for the Washington National Guard

Commander, Washing‘con Air National Guard. He is responsible to The Adjutant General for directing, coordinating and
controlling activities of 34 assigned units and the 2,100 authorized Air National Guard personnel assigned to those units.

Intelligence unit based at Camp Murray Washington - in
charge of Air National Guard intelligence in our area of
Washington State.

Washington Tactical Air Command




Washington National Guard
Personnel

WA NG Dep Director of Intelligence J2
WA Air NG Fighter Officer

WA DNR Emergency Ops Mgr
WA DNR Fire Aviation Mgr

WA DNR Assist. Mgr, Fire & Aviation
WA DNR Chief Pilot

WA DNR Resource Protection Div Mgr
WA EMD SAR Coordinator

WA EMD Operations Section Chief

WADS Commader
WADS CV

March 2012 Data



WSP — National Guard liaison

—Original Message-—-
From:

Ser : raw " 2
To

WAARNG (US)
Subject: RE: WSP State Guard info

How may I help you?

_"omnuuucaticm: Manager Washington State Patrol - Bremerton/District 8

—Original Message-—-

Froo.: I

Subject: WSP State Guard info

The WSP/State Guard communications POC information follows:

CW3 Communications officer
WSP Communications manager



WSP — Navy Liaison

Sent: Wweanesaay, wcwooer vo, 2014 10:25 AM
o —
Subject: RE: Navy Exercises

Chris,

Here's what | found out (tried to call you but didn’t hear back). The aviation section is committed to participating in the
exercise. In preparation, they took the “new” admiral up last month to show him their capabilities specifically

anticipating this exercise. Aviation has been in continual contact with the Navy regarding this exercise and plans to
participate as necessary/expected.

Here's the hitch...in preparation for the exercise the Navy has scheduled many planning meetings leading up to it. Two
meetings were scheduled for this week. However, in order to access the Navy base, security clearance is needed and
now that || lllis no longer in the Navy, none of the pilots have the necessary security clearance to access the |
base and attend the meetings. The cost of obtaining the clearance is $15,000 based on required background checks etc.
Aviation has been working with the Navy to fund the cost of the needed clearance. Just in the last couple weeks the
Navy agreed to fund the cost and—.vill be obtaining the clearance. He has submitted his
paperwork and the rest is up to the Navy. It is expected to take 3-6 months to obtain the clearance so he will be able
attend future meetings once the clearance is granted.

In short, aviation is committed to participating in the exercise and plan to participate as requested but the necessary
security clearance issue has gotten in the way of attending the meetings leading up to this particular exercise. Lt.
-aid he has previously contacted Sgt. I © coordinate the exercises and will touch base again with
Set. Il ccarding this one. Hopefully this helps clarify the situation.

Washington State Patrol

Siecial Oierations Division



WA Department of Emergency
Management

Grants funding to local and state police

Homeland Security Grants Section Supervisor, 2014

For current phone directory

Was Homeland Security Grants Section Supervisor, 2012
— now Preparedness Assessment Program Manager 2014

Washington State Emergency Management Division

Bldg 20, MS: TA-20, Camp Murray, WA 98430-5122

I
I 7 one
—_— y




Urban Area Security Initiative

The Urban Areas Security Initiative program allocates $500.4 million
to enhance regional preparedness in major metropolitan areas
throughout the United States.

The UASI program directly supports expanding regional
collaboration and is meant to assist participants in their creation of
regional systems for prevention, protection, response, and
recovery.

States are required to ensure that at least 25 percent of
appropriated funding is dedicated to terrorism prevention
planning, organization, training, exercise, and equipment.

State Administrative Agencies (Department of Public Safety, State
Office of Homeland Security, Emergency Management Agency, etc.)

are the only groups eligible to apply directly to FEMA for UASI
grants.



Urban Area Security Initiative - WA

CORE UASI GROUP (circa mid-2012)




State Map of the Seattle Urban Area Security Initiative (UASI)
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State LEO Grant Management

The SIEC serves as a part of the state of Washington’s multi-jurisdictional
Domestic Security Infrastructure, “Team Washington.” “The vision and collective
commitment of TEAM WASHINGTON is to reduce our vulnerabilities and defend
against the disasters created by domestic attacks and natural or technological
hazards.”41 This infrastructure consists of:

e Domestic Security Executive Group (DSEG) - the state government

executive level policy and advisory group to advise the Governor on all

matters pertaining to state domestic security.

e Emergency Management Council (EMC) - Revised Code of Washington

(RCW) 38.52.040 established this council to advise the Governor and the
Director of Washington Military Department on all matters pertaining to

state and local emergency management.

e Committee on Homeland Security (CHS) - a sub-committee of the EMC,

the CHS develops and recommends statewide homeland security

strategies to the EMC.



State LEO Grant Manhagement cont

e Enhanced 9-1-1 (E-911) Advisory Committee — Chapter 38.52 RCW,
Revised, established the State E911 Program to coordinate and facilitate
the local planning, installation and operation of the E911 phone systems.
* Regional Homeland Security Coordination Districts (RHSCD) - The
Washington State Homeland Security regional planning and coordination
structure is divided into nine regions.

The regions are made up of one or more counties that include cities, towns, and tribal
nations within the regional geographical boundaries. This regional configuration was
implemented to distribute federal grant funds, develop emergency responder
equipment priority lists, plan and execute training and exercise programs, create
regionally based mutual aid plans, and develop volunteer infrastructure to support
citizens’ involvement in homeland security initiatives. This regional structure has
increased communication and collaboration, to include the sharing of best practices
and resource coordination. Operations and physical resources are maintained at the
local jurisdiction (county, city, and tribal) level and coordination and planning are
facilitated at the regional level.



Federal Bureau of Investigation

Contact Seattle

Satellite Offices
Along with our main office in Seattle, we have nine satellite offices, or “resident agencies,” in the area

Seattle Leadership




Puget Sound Joint Terrorism Task Force

The Puget Sound Joint Terrorism Task Force was formed in
2000. Participating law enforcement and intelligence agencies
provide personnel to the task force for extended periods of
time to work with the FBI in conducting international and
domestic terrorism investigations. Combining the skills, tools,
and resources of the various agencies enables the task force
to be more effective in preventing and solving acts of
terrorism and supporting cases nationwide and worldwide.



Seattle Field Intelligence Group (FIG)

The Seattle Field Intelligence Group is a team of FBI analysts
and agents that provides intelligence analysis to the Seattle
Division and its partners. It works closely with the U.S.
Department of Homeland Security (DHS) and the
Washington State Fusion Center, a state-supported
intelligence collection and analysis center housed in the
Seattle FBI office and staffed by local and state law
enforcement agencies.



Seattle Division Cyber Task Force

FBI Seattle Division Cyber Task Force addresses
national security and criminal cyber intrusions and
threats, collaborating with business and law
enforcement partners locally and around the globe.

Computer Analysis and Response Team (CART):
These forensic investigators are certified to retrieve,
preserve, and examine stored digital evidence
found in computers and other electronic devices or
media in support of FBI investigations.



FBI SWAT / Negotiators

Crisis Response: The two main components of this program
are the Special Weapons and Tactics (SWAT) team and our
crisis negotiators. The SWAT team consists of special agents
who respond to FBI operations that pose a heightened risk to
the public and to law enforcement.

In Seattle, those operations may include a rapidly developing
crisis, high-risk search and arrest warrants, weapons of mass
destruction and maritime operations, and dignitary
protection. The SWAT team receives enhanced tactical
training and maintains proficiency with a variety of special
weapons and equipment.

Crisis negotiators work in concert with the SWAT Team in crisis
situations, such as barricaded subjects, hostage situations,
kidnappings, and potential suicides.



Resident Agency JTTFs

The Everett Joint Terrorism Task Force investigates international and
domestic terrorism—including eco-terrorism—in Snohomish and Skagit
counties. Task force members also coordinate with the Bellingham
Counterterrorism Working Group, which covers Whatcom County.

The Inland Northwest Joint Terrorism Task Force disrupts international and
domestic terrorism activity throughout eastern Washington and northern
Idaho. This JTTF is unique in that it fuses the efforts and combines the talent
and resources of the FBI’s Seattle and Salt Lake City field divisions.

The South Sound Joint Terrorism Task Force disrupts terrorist activity by
synthesizing the efforts of the FBI, US Army 902nd Military Intelligence, DHS,

Pierce County Sheriff’s Office, Federal Protective Service, and the U.S.
Marshals Service.



FBI also links to US Military

U. S. Department of Justice
Federal Bureau of Investigation @




FBI Triggers the RIGs and WSFC

From:
Sent: Thursday, June 21, 2007 8:53 AM

I ——
$O- : These are all RIG analysts
oignes; I

Subject: Attorney General Alberto Gonzales visit to Seattle

WAIJAC is the Washington
Joint Analytical Center —
what later was named the

WSFC.




FBI is the lead agency on Nukes

The FBI Nuclear Stabilization Program (STAB) is finally approved for operational training and
deployment here in Washington State.

Currently, in the event of a real world event involving a state sponsored nuclear device (SSND), an
improvised nuclear device (IND), or a radiological dispersal device (RDD), the FBI has the primary
mission for render safe and disposal operations. There are current|jjjjjjij FB! response teams,

. In the event of multiple call outs, or an
OCONUS call out, the US Military has the mission. The necessary expense to train, equip, and

transport these teams requires their number to be limited. ||| | | GGG

To mitigate this response time, the Dept of Energy has agreed to fund the creation of ||} Q@R EIR
teams, all FBI managed, throughout the US. (2012 era)

I Bomb Technician Seatac Airport Liaisonji NG

Special Agent Bomb Technicians: The-'eighiy-trained special agent bomb technicians in the
Seattle FBI office are capable of testing explosive devices, rendering them safe, and clearing them
from crime scenes. They assist with all explosives related maftters and work closely with local law
enforcement and fire depariments. They are trained on the latest bomb equipment including robots,
x-ray machines, and mobile radiation detectors.



Tribal Police Departments



Joint Base Lewis - McChord

| Corps Commanding General
 Headquarters Staff




JBLM Area of Responsibility

JBLM Geographical Area of Responsibility

IAW AR 190-45: The geographical a. California Counties

area of responsibility (Law (1) Del Norte
Enforcement & Intelligence Interest) (2) Humboldt
for Joint Base Lewis-McChord is: (3) Modoc

(4) Shasta

(5) Siskiyou

(6) Trinity

b. All Idaho counties

c. All Montana counties west of
(1) Fergus

(2) Park

(3) Phillips

(4) Sweet Grass

(5) Wheatland

d. All Oregon counties

e. All Washington counties



Joint Base Lewis McChord 2007 - 2010

E—




JBLM continued — 2007 - 2010




DES “Fusion” Cell

RIG equivalent but US Army based
I

Criminal Intelligence Specialist
Certified Crime & Intelligence Analyst

Criminal Intelligence Specialist

Directorate of Emergency Services

Joint Base Lewis-McChord, WA 98433
To be added or removed from distribution of this document or the classified daily. contact the FPS/ATO
Mr

DEPARTMENT OF THE ARMY

Directorate of Emergency Services




DES distributes its products to local
police agencies as well

o"d Di!‘egto’iate

Joint Base Lewis-McChord Fusion Center

P Law Enforcement & Intelligence Bulletin
&7y FUSION
?09 pr e ‘& Office of the Provost Marshal
- Police Intelligence / Crime Analysis -
srpﬂmc‘ Qe = A

Quaeras De Dubiis Legem Bene Discere Si Vis
(Inquire into them to know what things are true)

Weekly Bulletin



US Coast Guard District 13

Fifth Branch of US Military
Not covered by Posse Comitatus laws.
Main Base in Seattle

Marine Safety and Security Teams (original unit)

& U.S COAST GUARD

13th Coast Guard District




Types of Vessels seen at protests




Coast Guard Units seen at protests

& U.S COAST GUARD

Maritime Safety and Security
Team (MSST) 91101




Joint Harbor Operations Center

e Constructed 2005 - 2006

 Unifies WSP VATS, US Coast Guard, Seattle PD
and other Harbor stakeholders, including
corporate partners in CIKR.

* Main task is Vessel Traffic Service (Shipping)



US Coast Guard District 13 HQ




JHOC Situation in 2006

Current “Interoperability” !‘ <o

N Y Homeland = CCTV Cameras
“‘”\J,f Security = Fiber Optic Network = Radiological Sensors
=CCTV Terminal Cameras




Intended JHOC endpoint, 2014 +?

Future Vision of Interoperability

SENSORS/OPCENS INTELLIGENCE

Harbor
Operations

LAW ENFORCEMENT DATABASES




Key to JHOC is integrating feeds

‘ The Sensor Management Suite is key to the
successful integration of data sources (such
as cameras and radar) into the JHOC com-
mon operational picture. The U.S. Space
and Naval Warfare Systems Command (SPAWAR) in
San Diego developed this application with the deliber-
ate intent of integrating disparate sensors into a com-
mon user interface. Cameras from different companies
with different interface protocols can be incorporated
readily, often within less than a day’s effort. Thus, the
JHOC can get radar and video feeds from almost any
existing system belonging to a willing port partner, sav-
ing the aggregate infrastructure cost of installing a
USCG-owned camera system and providing the com-
munications backbone to bring the feed to the sector.

vision and



JHOC Constructed 2005/ 6

() Homeland
Qg Security




JHOC First Floor

5P
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Second Floor




Third Floor?



Fourth Floor




Revised look at 3™ Floor OPS

Larger view was rotated
to match previous pages




US Coast Guard Personnel

March 2012 Data



US Coast Guard Intelligence (2007)




USCG Intelligence - continued

2007 Era data



USCG Intel Partners (2007 era)




US Coast Guard / Wash DC

This US Coast Guard national command asset was seen at King County Airport





