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Protecting sensitive information

RCW 42.56.420
Security.

The following information relating to security is exempt from disclosure
under this chapter:

(4) Information regarding the infrastructure and security of computer
and telecommunications networks, consisting of security passwords,
security access codes and programs, access codes for secure software
applications, security and service recovery plans, security risk assessments,
and security test results to the extent that they identify specific system
vulnerabilities, and other such information the release of which may
increase risk to the confidentiality, integrity, or availability of agency
security, information technology infrastructure, or assets;



Key audit findings

- Audited agencies can improve their
ability to restore critical systems
and data in the event of a disaster
or security incident

- Audited agencies lacked
the resources and guidance
they needed




Audit questions

1.

Have selected state agencies implemented
data and system backup policies and
procedures that comply with state
requirements and align with best practices?

Do those agencies have a current, tested,
disaster recovery plan that complies with
state requirements and aligns with best
practices?




Effective data backup and disaster
recovery procedures

- Business impact analysis

v Evaluates effects of disruptions

* |IT risk assessment

v"Analyzes potential threats and likelihood




Effective data backup and disaster
recovery procedures

- Data backup strategy

v'ldentifies systems and data files to backup
v Frequency
v Backup storage location

v Retention
- Disaster recovery plan

v"Roles and responsibilities
v Contact information

v'Detailed recovery procedures




State requirements

Standard 141.10:

Security IT Assets, Section 8.4
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Purpose

Within Washington state Bovernment, the Military Department has overall responsibility for Emergency Management activities. Included as part of emergency
management is the requirement that state agencies develop Continuity of Operatians Planning (CoOPp),

Itis through the COOP process that agencies identify mission essential functions in order to develop disaster recovery plans for the technology necessary to
delivery agency essential functions. once developed, the disaster recovery plan(s) bacomes part of the Coop,

While the coop speaks to emergencies and crisis management, routine business continuity planning ensures that essential functions are identified and can be
recovered and restoreq inthe event of service disruptions,

Downloadable Document

Download or view this document




Leading practices we selected




To conduct our review

- Selected four systems and four state agencies

- Compared agency processes and procedures
to ensure:

> Data and system backups are secure
and available

> A comprehensive, tested disaster recovery
plan exists



Audited agencies can improve their
backup and recovery programs

None fully and consistently met all state requirements:
- Data backup
- Disaster recovery
- Testing recovery plans

o Three of four had not performed comprehensive
testing of their disaster recovery plans
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Audited agencies can improve their
backup and recovery programs

While not required, following backup
and disaster recovery guidance offered
by leading practices could help




Lacking resources

Audited agencies lacked the resources
they needed

- Executive managers at some agencies:

o Were not always aware of all risks
and potential consequences

o Did not always allocate adequate
resources to address the risks

- Guidance was lacking or outdated

12



Better guidance needed

Better statewide guida.nce
and tools could heIpOW|th
both backup strategies and
disaster recovery plans

- Available guidance is:
o Outdated

o Hard to find on the
OCIO website

- Statewide tools, such zf\s
templates, are insufficient

IT Disaster Recovery and Businesg

Resumptiop Plannl'ng Guidelines

Adopted by the Information Services Board ( I1SB) on May 23, 1992

Policy No: 502.¢1 Also see: 500-P1, 501-81
Upersedes No- N/A

Effective Date- July 1, 1993
Revision Date: April 2002
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Recommendations

We recommend the audited agencies:

- Perform and use IT risk assessments and
business impact analyses to identify objectives
and gaps

- Ensure executive management work closely
with IT staff to consider results when allocating
resources

- Further align backup and disaster recovery
practices and procedures with state
requirements and leading practices
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Recommendations

We recommend the OCIO:

- Update the IT Disaster Recovery and Business
Resumption Guidelines and make them readily
available to state agencies on the ocio.wa.gov
website

- Offer agencies tools and templates for backup
strategies and disaster recovery planning,
such as IT risk assessments and business
impact analyses
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Applicable to all state agencies and

local governments

- Other state agencies and local
governments may find the
recommendations from this
audit helpful

- Resources on our website
v #BeCyberSmart

v'Backup and Recovery Best
Practices booklet
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Questions




Contact information

Pat McCarthy Scott Frank

State Auditor Director of Performance & IT Audit
Pat.McCarthy@sao.wa.gov Scott.Frank@sao.wa.gov

(564) 999-0801 (564) 999-0809

Diana Evans Robert Pratt

IT Auditor IT Auditor
Diana.Evans@sao.wa.gov Robert.Pratt@sao.wa.gov
(564) 999-0952 (564) 999-0956

Website: www.sao.wa.gov

Twitter: @ WAStateAuditor

Facebook: www.facebook.com/WAStateAuditorsOffice
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